496 CCNA Questions and Answers

ROUTER TEST

1. Identify the command to display the IP routiaglée?
A.) show route

B.) show ip route

C.) show ip table route

D.) show ipx route

2. ldentify the command to display all the validroonands at the given mode?
A.) Help all

B.) Help

C.) All commands

D.)?

3. ldentify the keystroke used to terminate theg@ode?
A.) Ctrl-K

B.) Crtl-C

C.) Ctrl-z

D.) Crtl-End

4. Identify the command to display the IP hoste&bl
A.) show ip hostnames

B.) show ip names

C.) show hosts

D.) show ip hosts

5. Identify the command to display the configurBdduting protocols?
A.) show protocols

B.) show protocols all

C.) show routing-protocols

D.) show ip protocols

6. Identify the command to configure ALL the defauTY ports?
A.) Router(config)# line vty 0 4
B.) Router# line vty 0 4



C.) Router(config)# line vty
D.) Router(config)# line vty O

7. ldentify the command to reload the router?
A.) Router(config)# reload

B.) Router# reset

C.) Router# reload

D.) Router> reload

8. ldentify command that configures 'Ciscol’ as@et password?
A.) Router(config)# enable secret password Ciscol

B.) Router(config)# enable secret ciscol

C.) Router(config)# enable password Ciscol

D.) Router(config)# enable secret Ciscol

9. Identify the statement which connects acce$d0i% inbound to interface e0?
A.) Router(config-if)# ip access-group 101 in

B.) Router(config-if)# ip access-group 101

C.) Router(config)# ip access-group 101 €0 in

D.) Router(config)# ip access-group 101 €0 in

10. Identify the command that displays ethernet@drface status?
A.) show interface ethernet0/1

B.) show interface ethernet e0/1

C.) show interface ethernet0.1

D.) show ethernet0/1

11. Based upon the exhibit, create a static raufer2.16.10.0 on Router A
A.) Router# ip route 172.16.10.0 255.255.255.0 1021

B.) Router(config)# ip static route 172.16.10.0 255.255.0 10.1.0.2

C.) Router(config)# ip route 172.16.10.0 10.1.0.2

D.) Router(config)# ip route 172.16.10.0 255.25529 10.1.0.2

12. Identify the command that saves the configarastored in RAM to NVRAM?



A.) copy running-config startup-config
B.) copy tftp running-config

C.) copy startup running

D.) copy active to backup

13. Identify the command that displays the SAP&abl
A.) show ipx servers

B.) display SAP table

C.) display SAP's

D.) show sap table

14. Identify the command to configure the IP adsirEA2.16.100.5
255.255.255.0?

A.) Router(config-if)# ip address 172.16.100.5 25%5.255.0

B.) Router(config)# ip address 172.16.100.5

C.) Router# ip address 172.16.100.5 255.255.255.0

D.) Router(config)# ip address 172.16.100.5 2552550

15. Identify the command to configure the routeboot from an IOS located
on a TFTP server?

A.) boot system tftp I0S.exe 172.16.5.1

B.) boot system tftp 172.16.5.1 I0S.exe

C.) boot system flash tftp 172.16.5.1

D.) boot system 10S.exe 172.16.5.1

16. Identify the command to display the hardwasgfptm information?
A.) show all

B.) show platform

C.) display hardware

D.) show version

17. Identify the command to display the Frame Rebayp table?
A.) Router# display frame-relay map

B.) Router# show frame-relay map

C.) Router(setup)# show frame-relay map

D.) Router# show map frame-relay



18. Given the command 'cl?', what will it display?
A.) Syntax of the 'clock’ command

B.) Syntax of the 'clear' command

C.) All commands that begin with ‘cI’

D.) All commands that begin with 'c’

19. Identify the 2 commands that copies the coméigon in NVRAM to RAM?
A.) copy backup-config running-config

B.) configure nvram

C.) copy startup-config running-config

D.) configure memory

20. Identify the 2 commands the saves the runnardig to NVRAM?
A.) write memory

B.) copy running-config startup-config

C.) write network

D.) write backup

21. Identify the command that displays traffic istats on serial0/1?
A.) display interface serial0/1

B.) show interface serial0/1

C.) show seria0O/1 stats

D.) show interface serial0/1 stats

22. ldentify the command to determine if CDP isl#ed?
A.) show enable cdp

B.) show cdp enabled

C.) show cdp run

D.) show cdp

23. Which 2 commands shows the Cisco I0S filename?
A.) show I0S

B.) show ver

C.) show flash

D.) show mem

E.) show NVRAM

24. ldentify the command to copy a configuratide from a TFTP server to a
routers active configuration?
A.) Router# copy running-config tftp



B.) Router# copy tftp running-config
C.) Router# copy tftp 172.16.0.1 running-config
D.) Router(config)# copy tftp running-config

25. Identify the command mode necessary to engeexkended ping command?
A.) Router#

B.) Router>

C.) Router(config)#

D.) Router(ext-ping)#

26. ldentify the command to configure the routerl®@RP autonomous system
1007

A.) Router(config)# router igrp 100

B.) Router> router igrp 100

C.) Router# router igrp 100

D.) Router(config)# router igrp

27. ldentify the command that forces the routdosa into ROM mode upon a
reload?

A.) boot system rom

B.) rom boot

C.) boot system flash rom

D.) boot router rom

28. ldentify the command that specifies Serial 8lot 17
A.) Router(config)# interface seriall/1
B.) Router(config)# interface seriall/0
C.) Router(config)# interface serial0.1
D.) Router(config)# interface serial0/1

29. Identify the command to configure the configuraregister?
A.) Router# config-register 0x2102

B.) Router(config)# config-register 0x2102

C.) Router(config-reg)# 0x2102

D.) Router> config-register 0x2102

30. Identify the command to disable CDP on an fats?
A.) Router(config-if)# no cdp enable



B.) Router(config-if)# no cdp run
C.) Router# no cdp enable
D.) Router(config-if)# no cdp

31. Identify the command that will display the Rtites entering and leaving
the router?

A.) Router(config)# debug ip rip

B.) Route# debug ip rip

C.) Router>debug ip rip

D.) Router# debug rip routes

32. Identify the prompt displayed if in privilegedec mode?
A.) Router(config)#

B.) Router#

C.) Router>

D.) Router(priv)#

33. 'Show cdp neighbors detail' show the followdngieces of information?
A.) Hardware platform

B.) Software version

C.) Same as 'show version' command

D.) Up to 1 address for each protocol

E.) Non-direct connected routers

34. Identify the command mode necessary to enéestdmndard ping command?
A.) Router(config)#

B.) Router>

C.) Router(std-ping)#

D.) Router(config-if)#

35. Identify the command to run 'setup'?
B.) Router?setup

C.) Router#setup
D.) Router>setup



36. Identify the command that configures serialORBP encapsulation?
A.) Router(config)# encapsulation ppp

B.) Router(config-if)# encapsulation serial ppp

C.) Router(config-if)# encapsulation ppp

D.) Router# encapsulation ppp

37. Identify the command to display the statushefframe Relay virtual
circuit?

A.) Router# show frame-relay virtual-circuit

B.) Router(config)# show frame-relay pvc

C.) Router# show frame-relay pvc

D.) Router# show virtual

38. Identify the command that disables name-to-egidtranslation?
A.) Router(config-dns)# no ip domain-lookup

B.) Router(config)# no address translation

C.) Router(config)# no ip domain-lookup

D.) Router(config)# ip domain-lookup

39. What command will not display the status oftol
A.) show int tol

B.) show tol

C.) show interface tol

D.) show interface

40. Identify the 2 commands to copy a configurafrom a TFTP server to RAM?
A.) configure network

B.) configure overwrite

C.) copy backup-config running-config

D.) copy tftp running-config

41. Identify the following command to configureexeet password to 'cisco'?
A.) Router(config)#enable password cisco secret

B.) Router(config)#enable secret cisco

C.) Router(config)#enable secret password cisco

D.) Router(config)#set secret = cisco



42. Identify the effect of Ctrl-Z?

A.) Exits back to privileged exec mode
B.) Disconnect from the router

C.) Abort the ping operation

D.) Exits privileged exec mode

43. Given an IPX network with redundant paths, widmehmand will configure
load balancing?

A.) ipx load-balance

B.) ip maximum-paths 2

C.) ipx maximum-paths 2

D.) ipx load-share

44. Identify the correct IGRP configuration?
A.) Router# router igrp 100

Router# network 10.0.0.0

B.) Router(config)# router igrp 100
Router(config-router)# network 10.0.0.0

C.) Router(config)# router igrp
Router(config-router)# network 10.0.0.0

45. Identify the components in the following commanterface serial0/1/1'
A.) Serial interface, port number 0, slot 1, patapter 1

B.) Serial interface, slot 1, port number 1, palapter O

C.) Serial interface, slot 0, port adapter 1, pornumber 1

46. Identify the command to view the configuratiegister value?
A.) show register

B.) display config-register

C.) show config

D.) show version

47. Identify the 2 commands that save the runnimgfig to a TFTP server?
A.) write running tftp

B.) copy running network

C.) copy running tftp



D.) write network

48. Identify the mode reflected by the followingppt 'Router<boot>'?
A.) Setup

B.) RXBoot

C.) Boot mode

D.) Privileged exec mode

49. How do you disable CDP on the entire Router?
A.) Router#no cdp run

B.) Rotuer(config-if)# no cdp enable

C.) Router(config)# no cdp enable

D.) Router(config)# no cdp run

50. What command can be used to test IPX conng@ivi
A.) Ping 2e.000.0045.8923

B.) Ping 192.168.100.1

C.) Ping ipx 2e.0000.0045.8923

D.) Ipx ping 2e.0000.0045.8923

51. Identify the 2 commands that display the clatk configured on the
serialO interface?

A.) show serial0

B.) show interface serialO

C.) Show clock rate serial 0

D.) show controllers serial O

E.) show running-config

52. What is the command to copy the 10S image®6BP server?
A.) copy flash tftp

B.) copy running-config tftp

C.) copy ios tftp

D.) copy startup-config tftp

53. Identify the command that configures the baxithwio 56K?
A.) Router(config-if)# bandwidth 56000

B.) Router(config-if)# bandwidth 56k

C.) Router(config)# bandwidth 56

D.) Router(config-if)# bandwidth 56



54. Identify the command to configure DLCI 100 oniaterface e0?
A.) Router(config)# frame-relay local-dIci 100

B.) Router(config)# frame-relay local-dici 100 efd

C.) Router(config-if)# frame-relay local-dici 100

D.) Router(config-if)y# frame-relay local-dlci 1006tie0

55. Identify the command to configure the routebdot from an alternate 10S
located in flash?

A.) boot system flash 10S.exe

B.) boot system tftp I0S.exe 172.16.5.1

C.) boot system alternate 10S.exe

D.) boot system rom 10S.exe

56. Identify the command to configure a descriptioran interface?
A.) Router> description Finance department

B.) Router(config)# description Finance department

C.) Router(config-if)# description Finance departmat

D.) Router# description Finance department

57. Identify the 2 commands that will display tha&tss and information about
interface EO only?

A.) show interface ethernet EO

B.) show interface EO

C.) show EO

D.) show int EO

E.) show interface

58. In order to configure a Frame Relay subinterfaith IP identify the 2
commands that must be configured on the physdeaitface?

A.) Router(config-if)# encapsulation frame-relay

B.) Router(config-if)# no ip address

C.) Router(config-ify#encapsulation subinterfacaie-relay

D.) Router(config)# subinterface sO encapsulatrame-relay

59. Identify the command to determine if an IP asdést is grouped on
interface e0?

A.) Router(config)# show ip interface e0

B.) Router> show ip interface e0



C.) Router# show interface e0
D.) Router# show ip interface €0

60. Identify the keystroke to position the cursmthe beginning of a
command line?

A.) Ctrl-A

B.) Ctrl-Ins

C.) Ctrl-B

D.) Ctrl-Z

61. Identify the following components of the IPXdaelss 2e.0000.0065.ed43
A.) Not a valid IPX address

B.) Network = 2e, Subnet = 0000, Node = 0065.ed43

C.) Network = 2e.0000, Node = 0065.ed43

D.) Network = 2e, Node = 0000.0065.ed43

62. What is the syntax to add a banner to the Gizater?
A.) motd banner #

B.) banner

C.) banner motd #

D.) banner #

63. What is the command to allow you to type Tokgiead of the IP address
172.16.30.1 to access a router named Tokyo?

A.) config t, ip host Tokyo 172.16.30.1

B.) config t, ip hostname Tokyo 172.16.30.1

C.) config t, hostname Tokyo 172.16.30.1

D.) config t, ip hostname 172.16.30.1 Tokyo

64. How do you disable advanced editing?
A.) terminal editing

B.) terminal no editing

C.) disable editing

D.) no terminal editing

65. Which of the following will show an extendectass list 1507
A.) sh access-list 150

B.) shipint

C.) sh ip access-list

D.) sh access-list 150 extended



66. You have a Class B network address divided30tsubnets. You will add
25 new subnets within the next year. You need &30 IDs for each

subnet. Which subnet mask should you use?

A.) 255.254.0.0

B.) 255.192.0.0

C.) 255.255.252.0

D.) 255.255.248 0

67. What is the syntax to use to configure the pora Catalyst 5000 switch?
A)) slot port/type
B.) type slot/port
C.) port slot/type
D.) port type/slot

68. What 3 sources can configuration commandsdeedlinto RAM?
A.) HP Openview

B.) Console

C.) Vterminal

D.) TFTP server

E.) NVRAM

69. Identify the true statements about the follapaccess list:
Access-list 101 deny tcp 192.10.172.0 0.0.0.255can®23

Access-list 101 permit ip any any

A.) This access list prevents the host 192.10.1#2r@ telneting

B.) This access list prevents any telnet traffic tm subnet
192.10.172.0/24

C.) This access list filters some telnet access

D.) This access list denies any telnet trafficubreet 192.10.172.0/24
E.) This access list is invalid

F.) The netmask on the this access list is reversed

70. Given the IPX address 4a.0002.1111.a999, wshateinetwork ID and what
is the node ID?
A.) net 4a host 0002.1111.a999



B.) net a999 node 0002.1111
C.) net 0002.1111.a999 node 4a
D.) net 0002.1111 node a999

71. What command do you use to disable domain ljo®ku
A.) no domain-lookup

B.) domain no-lookup

C.) lookup no-domain

D.) no ip domain-lookup

72. Which of the following are valid Cisco encadign type names?
A.) arpa = IPX Ethernet

B.) novell-ether = IPX Ethernet_802.3

C.) snap = IEEE 802.2 SNAP on Ethernet, FDDI, aokleh Ring

D.) novell-fddi = IPX Fddi_Raw

E.) sap = IEEE 802.2 on Ethernet, FDDI, and Token Rg

F.) hdic = HDLC on serial interfaces

73. Which of the following is an invalid host adssausing a netmask of
255.255.255.192?

A)10.1.1.1

B.) 10.1.1.66

C.) 10.1.1.130

D.) 10.1.1.127

74. Which of the following will apply IPX sap acselsst 1010 for incoming
traffic, assume you are at the interface configan&

A.) ipx input-sap-filter 1010 in

B.) ipx input-sap-filter 1010

C.) ipx access-group 1010 in

D.) ipx access-list 1010 in

75. What command can you type to view the connestadter telneting into
multiple routers simultaneously?



A.) sh users
B.) sh ports

C.) sh host

D.) sh sessions

76. Which of the following is a valid extended I€cass-list?

A.) router(config)# access-list 101 permit tcp host72.16.30.0 any eq 21
log

B.) router# access-list 101 permit tcp host 17306. any eq 21 log

C.) router(config)# acess-list 101 permit any ai2.16.30.0

D.) router(config)# access-list 101 permit ip hbg2.16.30.0 any eq 21
log

77. What is the command to manually enter a statite?

A.) IP route <default gateway> <subnet mask> nekwor

B.) IP route <destination network> <default gateway

C.) IP route < destination network> <subnet mask> default gateway>
D.) IP route <destination network> <subnet maskoutse network>

78. What key do you use to view the last command?
A.) CtrlI+X
B.) Ctrl+Z
C.) Ctri+E
D.) Ctrl+P

79. What 2 commands verify end to end communicafion
A.) Trace

B.) debug ip session

C.) Ping

D.) Route

80. Your Ethernet interface currently has the 1Brass of 1.1.1.1/24. You



would like it to have a second IP address of 22224. Which command
will do that?

A.) ip address 1.1.1.1 2.2.2.2 255.255.255.0

B.) ip address 2.2.2.2 255.255.255.0 secondary

C.) ip address 2.2.2.2 255.255.255.0

D.) This cannot be done, you can only have 1 IResddper physical
interface.

E.) ip address 2.2.2.2 /24

81. Which command listed below sets the banner agesahen someone connects
to the router?

A.) message #

B.) banner #

C.) login banner #

D.) description #

E.) login description #

F.) banner motd #

82. What should be the first command to createcapss-list that prevents
all users on subnetwork 10.10.128.0, using submskri55.255.192.0, from
being able to telnet anywhere?

A.) access-list 101 deny tcp 10.10.128.0 0.0.63&t8beq telnet

B.) access-list 101 deny tcp 10.10.128.0 255.26%0y eq telnet

C.) access-list 101 deny tcp 10.10.128.0 255.225018ny eq telnet

D.) access-list 101 deny tcp 10.10.128.0 0.0.1%&a2ty eq telnet

E.) access-list 101 deny tcp 10.10.128.0 0.0.1Z8a2ty eq telnet

F.) access-list 101 deny tcp 10.10.128.0 0.0.157a2ty eq telnet

Answer: A

Sybex CCNA Study Guide: Chapter 5, page 166
Router(config)#hostname ?

WORD This system's network name

83. The Cisco Discovery Protocol (CDP) periodicaknds out a multicast
packet (at layer 2). Which command will alter tlegadilt interval of 60
seconds?

A.) cdp hold 111

B.) cdp wait 111



C.) cdpinterval 111
D.)cdp 111
E.) cdp timer 111

The correct answer(s): E

Sybex CCNA Study Guide: Chapter 8, page 290-295
Router(config)#cdp timer ?
<5-900> Rate at which CDP packets are sent (in sec)

84. Which command will start the process for a €ik2S file image upgrade?
A.) download

B.) copy tftp flash

C.) copy flash tftp

D.) download flash

E.) network

The correct answer(s): B

Sybex CCNA Study Guide: Chapter 8, page 273-276

The IOS is stored in flash. The command formatagry [source]
[destination]

85. Which command allows a user to see previousmamls?
A.) show command

B.) CTRL-P

C.) show history

D.) CTRL-U

E.) Up Arrow

F.) SHIFT-CTRL-6

The correct answer(s): BCE

Sybex CCNA Study Guide: Chapter 5, page 161

CTL+P and Up Arrow walk you step by step througeviwsus commands.
Show History displays all the commands in the mjsbuffer.
Router#show history

en

sh ru

conf t

show history

configure terminal

show version

show interface bri O

show history

Router#



86. Which command will display the IPX routing ta®l
A.) show routes

B.) show routes ipx

C.) show routes protocol=ipx

D.) show ipx

E.) show ipx route

The correct answer(s): E

Sybex CCNA Study Guide: Chapter 9, page 341

Router#show ipx route

Codes: C - Connected primary network, ¢ - Connesgetdndary network
S - Static, F - Floating static, L - Local (intehndV - IPXWAN

R - RIP, E - EIGRP, N - NLSP, X - External, A - Aggate

1 Total IPX routes. Up to 1 parallel paths and @pshallowed.

C 1000 (NOVELL-ETHER), Et0

87. What is the correct command line syntax forfigoming a port on a 7000
or 7500 series Cisco router with a VIP card?

A.) port

B.) port adapter/port

C.) You can't put a VIP card in a 7000 or 7500 eout

D.) slot/port-adapter/port

E.) slot/port

F.) slot

The correct answer(s): D

Sybex CCNA Study Guide: Chapter 5, page 167

The VIP cards have a port adapter, so you mustsgscify them as well.

The syntax for a VIP card is: 'Interface Serial SUPORT-ADAPTER/PORT,
where:

Slot = The big linecard slot # in the 7500 chassis,

Port-Adapter = The PA mini-card slot # inside theger linecard slot,

Port = The interface port # on the PA mini-card.

Imagine a larger slot (the linecard slot of thesdig) that in turn has

two additional smaller slots for mini-cards (theP#PA slots).

88. How do you view the routers current processiization?
A.) show version

B.) show processes cpu

C.) show running-config

D.) show startup-config

E.) show cpu



F.) show utilization

The correct answer(s): B

Sybex CCNA Study Guide: Chapter 8, page 283

Router#sh processes cpu

CPU utilization for five seconds: 2%/2%; one minut&o; five minutes: 0%

89. Which command will enable debugging for IPX Riftlates?
A.) debug ipx

B.) debug ipx rip

C.) debug ipx routing activity

D.) debug rip

E.) debug ipx packets

The correct answer(s): C

Sybex CCNA Study Guide: Chapter 9, page 344
Router#debug ipx routing activity

IPX routing debugging is on

Router#

90. There is an emergency fall-back 'skeleton’ $@®ed in read only memory
on all Cisco routers. What command would make tlieer load the 10S from
Read Only Memory?

A.) reload rom

B.) boot system rom

C.) load ios bootflash

D.) load ios rom

E.) bootsystem skeleton

The correct answer(s): B

Sybex CCNA Study Guide: Chapter 8, page 277
Router(config)#boot system ?

WORD TFTP filename or URL

flash Boot from flash memory

mop Boot from a Decnet MOP server

rcp Boot from a server via rcp

rom Boot from rom

tftp Boot from a tftp server

91. Which command would configure Interface EO veithIP address of 12.23.4.5
using a Subnet mask of 255.255.255.0 ?

A.) ip address 12.23.4.5 255.255.255.0

B.) ip address 12.23.4.5 /24



C.) ip address 12.23.4.5 mask 255.255.255.0
D.) ip address 12.23.4.5 mask ff:ff:ff:0
E.) that is an invalid mask for a class 'A" address

The correct answer(s): A

Sybex CCNA Study Guide: Chapter 5, page 175

You can change the way the mask is displayed (itizalecimal, hex) but
you must enter the subnet mask in dotted decimal.
Router(config-if)#ip address 12.23.4.5 ?

A.B.C.D IP subnet mask

92. Which commands will restart the router?
A.) system exit

B.) reload

C.) shutdown system

D.) down

E.) restart

F.) system restart

The correct answer(s): B

Sybex CCNA Study Guide: Chapter 5, page 163

Router#?

Exec commands:

reload Halt and perform a cold restart

Note: No other command listed above is a valid €smmmand.

93. How do you set the encapsulation type to PPRBrfanterface?
A.) enable ppp

B.) ppp ietf

C.) encapsulation ppp

D.) ppp cisco

E.) ppp enable

The correct answer(s): C

Sybex CCNA Study Guide: Chapter 11, page 410
Router(config-if)#encapsulation ?

ppp = Point-to-Point protocol

94. Which Standard IP Access list commands willydemy the source address
1.1.1.1?

A.) access-list 9 permit any

B.) access-list 9 permit 1.1.1.1 255.255.255.0

C.) access-list 9 deny 1.1.1.1 0.0.0.0

D.) access-list 9 permit 1.1.1.1 0.255.255.255



E.) access-list 9 deny 1.1.1.1 255.255.255.255

The correct answer(s): C

Sybex CCNA Study Guide: Chapter 10, page 355-360

A 0.0.0.0 wildcard mask means check every bit aalersure that it
matches. For our example, the IP host address.1.i$.& specific

address to check on the network. An alternativelevba to use the IP
network address and a special access-list wildresk to check an entire
subnetwork.

95. Assume that you are editing a line of text @isco router. What
key-stroke combination would take you to the bemgigrof the line?
A.) CTRL-B

B.) CTRL-Z

C.) CTRL-<space>

D.) CTRL-A

E.) CTRL-<up arrow>

F.) CTRL-<right arrow>

The correct answer(s): D

CTRL-A = Takes you to the st(A)rt of the curremidi
CTRL-P = Takes you to the (P)revious command.
CTRL-N = Takes you to the (N)ext command.

96. Which global configuration command will telktihouter to load the 10S
file 'lOS_filename' from FLASH memory at the nexiot?

A.) boot system rom

B.) boot system flash IOS_filename

C.) This can not be done, only the first file iagh can be used.

D.) boot system tftp I0S_filename tftp_address

E.) config-register Ox0

The correct answer(s): B

Sybex CCNA Study Guide: Chapter 8, page 277
Router(config)#boot system ?

WORD TFTP filename or URL

flash Boot from flash memory

mop Boot from a Decnet MOP server

rcp Boot from a server via rcp

rom Boot from rom

tftp Boot from a tftp server

97. Which command will display adjacent routersnidiy the Cisco Discovery



Protocol?

A.) show all

B.) show OSPF adjacency
C.) show ip route

D.) show routers

E.) show cdp neighbors
F.) show ip routers

The correct answer(s): E

Sybex CCNA Study Guide: Chapter 8, page 294

Adjacent (physically next to) means the directipimwected Neighbor as far
as the command-line interface is concerned.

98. Which command line option will determine whaiffic is interesting
enough to establish a dialup connection?

A.) dial-tone

B.) dial-access

C.) packet control protocol

D.) dialer-list

E.) ppp negotiation

The correct answer(s): D

Sybex CCNA Study Guide: Chapter 11, page 392-393

The interface command 'dialer-group 1' referenkegltaler list number.
In turn, the dialer-list can reference (optionaly) access-list.
Example: dialer-list 1 protocol ip permit

99. Which command switches from User mode to Rxg@ad mode?
A.) login

B.) privilege

C.) admin

D.) enable

E.) su

F.) root

The correct answer(s): D

Sybex CCNA Study Guide: Chapter 5, page 157
Router>?

Exec commands:

enable Turn on privileged commands

disable Turn off privileged commands

100. Extended IP access-lists (100-199) can be taseohtrol traffic. Which
command listed below will permit smtp mail to ohigst 3.4.5.6 ?



A.) Itis not possible for SMTP traffic

B.) access-list 102 permit tcp any host 3.4.5.6ratp
C.) access-list 101 deny ip any any It 89

D.) access-list 102 permit tcp any any eq smtp
E.) This would require an IPX access list?

The correct answer(s): B

Sybex CCNA Study Guide: Chapter 10, page 360-365

Extended IP access lists can base decision cradar@ertain protocols
and ports.

access-list 102 permit tcp [SOURCE] [DESTINATION] smtp

101. Which command-line keywords are valid for cting Frame-Relay LMI types?
A)) itu-t

B.) dici

C.) ansi

D.) rfc 1544

E.) cisco

F.) 9933a

The correct answer(s): CE F

Sybex CCNA Study Guide: Chapter 11, page 404
There are 3 supported FR LMI types: q933a, anstoci
There are 2 supported FR Encapsulation types: dstfo
In both cases, the pre-standard 'cisco’ is thauttefa
Router(config-if)#frame-relay Imi-type ?

cisco

ansi

q933a

102. Which command will copy the routers configimatfrom NVRAM to a Network
file server?

A.) write startup-config running-config

B.) tftp-copy enable

C.) copy tftp running-config

D.) copy running-config tftp

E.) copy startup-config tftp

The correct answer(s): E

Sybex CCNA Study Guide: Chapter 8, page 279

The startup-config script is stored in NVRAM, arapeed to RAM during
boot.

The router can load or save its configuration s¢egher the currently
‘running’ script from RAM or the saved 'startupigicfrom NVRAM) to or



from a TFTP server.

103. Which command would assign and enable IPXnointarface ?
A.) enable netware

B.) enable novell-ether

C.) enable novell

D.) You must first enable IPX for that indivituaterface, and then
assign the network number.

E.) enable ipx

F.) ipx network 4a

The correct answer(s): F

Sybex CCNA Study Guide: Chapter 9, page 333-335
Router(config-if)#ipx network ?

<1-FFFFFFFD> IPX network number (default route éedb

As soon as you press <ENTER>, two things have hreggpe

1.) You just enabled IPX processing for that irded, and

2.) You just assigned an IPX external network nunfiethe default frame

type.

104. | want to configure a serial interface on 80@ith a VIP card. What
global config command would give me access to ialseterface on a 75007?
A.) int 1/0/0

B.) int s 1/0/0

C)ints1/1

D.) ints0.1

E.)intsl

The correct answer(s): B

Sybex CCNA Study Guide: Chapter 5, page 167

The syntax for a VIP card is: 'Interface Serial SUIRORT-ADAPTER/PORT,
where:

Slot = The big linecard slot # in the 7500 chassis,

Port-Adapter = The PA mini-card slot # inside theger linecard slot,

Port = The interface port # on the PA mini-card.

Imagine a larger slot (the linecard slot of thesdis) that in turn has

two additional smaller slots for mini-cards (theP#PA slots).

105. Which command will display Ethernet O's IPradd?
A.) display ip address e0

B.) show ip interface e0

C.) show address e0

D.) sh ip address e0



E.) show all

The correct answer(s): B

Sybex CCNA Study Guide: Chapter 5, page 163
Router#show ip interface e0

EthernetO is up, line protocol is up

Internet address is 10.10.10.1/8

106. After the command -- router igrp 200 -- whatnenand would enable IGRP on
the router for interface EO, with an address of.89.4.4 and a mask of
255.255.255.0 ?

A.) network 157.89.4.0 255.255.255.1

B.) network 157.89.0.0

C.) router igrp *

D.) router igrp 157.89.0.1

E.) router igrp int el

F.) router igrp 157.89.4.1

The correct answer(s): B

Sybex CCNA Study Guide: Chapter 7, page 254

IGRP can only use the classful portion, which is tase is a class B,
so we only enumerate the '157.89' part. All integ&ain that network
will be processed. Example:

Router(config)#router igrp 200

Router(config-router)#network ?

A.B.C.D Network number

107. Which command do you use to set the Privilegede password to
‘clearwater'?

A.) set password=clearwater

B.) privilege password clearwater

C.) enable password clearwater

D.) login enable clearwater

E.) password clearwater

F.) login clearwater

The correct answer(s): C

Sybex CCNA Study Guide: Chapter 5, page 164-165

If there was a secret encrypted password, it woust-ride the normal
privileged password. Example:

Router(config)#enable ?

password Assign the privileged level password

secret Assign the privileged level secret



108. How would you set the clock rate to 64K, ariface serial O, from the
interface configuration mode?

A.) clock rate 64000

B.) bandwidth 64

C.) clock 64

D.) rate 64

E.) clock rate 64k

F.) clock rate 64

The correct answer(s): A

Sybex CCNA Study Guide: Chapter 5, page 177-179
Bandwidth is in Bits (64 = 64Kk)

Clock Rate is in Kbits (64000 = 64k)

109. Given the following static route commandrépte 3.3.3.0 255.255.255.0
4.4.4.4 125', which portion represents the admatise distance?

A.) 3.3.3.0

B.) 255.255.255.0

C.)4.4.4.4

D.) route

E.) 125

The correct answer(s): E

Sybex CCNA Study Guide: Chapter 6, page 193
Router(config)#ip route 3.3.3.0 255.255.255.0 4424
<1-255> Distance metric for this route

110. What does the following line for an accessdes? ‘access-list 101 deny
tcp 3.4.5.0 0.0.0.255 any eq 23'

A.) deny all ftp traffic

B.) deny all ftp traffic from subnet 3.4.5.0

C.) deny all telnet traffic from subnet 3.4.5.0

D.) deny all ftp traffic to subnet 3.4.5.0

E.) deny all telnet traffic

The correct answer(s): C

Sybex CCNA Study Guide: Chapter 10, page 360-365

A wild card mask of 0.0.0.255 means that any hastubnet 3.4.5.0
matches.

The extended access list is [Source] [Destination]

So the source is [3.4.5.0 0.0.0.5] the destinasqany]

Port 23 is telnet



111. Although Cisco I0S 11.3 and later can autad¢ke LMI type in Frame
Relay, which command will force the LMI type to @&

A.) frame-relay Imi-type q933a

B.) encapsulation frame-relay q933a

C.) don't need to, it is the default

D.) encapsulation q933a

E.) encapsulation frame-relay type=gq933a

The correct answer(s): A

Sybex CCNA Study Guide: Chapter 11, page 404

Warning: The Cisco ICRC 11.3 book incorrectly stateat a valid LMI-type
is q933i.

Router(config-if)#frame-relay Imi-type ?

cisco

ansi

q933a

112. Which command can verify Application Layer neativity between 2 hosts?
A) plp

B.) arp

C.) telnet

D.) ping

E.) traceroute

The correct answer(s): C
Sybex CCNA Study Guide: Chapter 1, page 16
Telnet tests the Application layer, ping testsKtework layer.

113. Scenario: You created 2 access-lists for obimig telnet about a year
ago, and bound one of them to Serial 0. You canfember which
access-list you used. Which command lets you $eeedss-lists on
Serial O for telnet?

A.) show access-list

B.) show ip int sO

C.) show access-list telnet

D.) show telnet access-list

E.) show access-list sO

F.) show int sO

The correct answer(s): B

To see which access-lists are bound to an interfeeemust specifiy the
protocol.

Since these were for controlling telnet, and telrsgts IP, the correct
answer can only be 'show ip int sO'



show ip int sO
show ipx int sO
show appletalk int sO

114. Cisco routers can secure the enable passwtiréawne-way hash
algorithm. What command would encrypt the enabisward with the strong
encryption method?

A.) enable encrypt john

B.) password john

C.) enable secret john

D.) enable password john

E.) secret john

F.) enable password 5 john

The correct answer(s): C

Sybex CCNA Study Guide: Chapter 5

On current Cisco routers, there are two 'enabks\pard methods. One is
to use the old ‘enable’ password method, whicleng @asy to crack. The
newer 'Secret' method uses Message Digest 5 (Mi3yetion, and is very
difficult to crack. If both 'Enable’ and 'Secred'spwords exist, the

‘Secret’ will always be used and the 'Enable'lvalignored.

115. Which command will display the encapsulatigreton interface serial 0?
A.) show interface sO

B.) show all

C.) show int sO encap

D.) show encap sO

E.) show encap

The correct answer(s): A

Sybex CCNA Study Guide: Chapter 11, page 411
Router#show int sO

SERIALO is up, line protocol is up

MTU 1500 bytes, BW 64 Kbit, DLY 20000 usec,
reliablility 255/255, txload 1/255, rxload 1/255
Encapsulation PPP, loopback not set

116. What command do you enter at the keyboar@ginba User mode session?
A.) Type 'CTRL-U'

B.) Type ‘login’

C.) Just press <ENTER>.

D.) Type 'enable’



E.) Press 'Shift + Ctrl + 6' at the same time.

The correct answer(s): C

Sybex CCNA Study Guide: Chapter 5

From the console port you just have to press theéEER> key to enter User
mode.

Once you are in User mode, you can enter the Emabt by typing 'enable’
Pressing 'Shift + Ctrl + 6" at the same time, drht'X', is the Cisco

break key sequence.

117. You want to set the console password to Bosttrat would be the first
command you need to execute from global configonathode?

A.) line console O

B.) enable password boston

C.) login password boston

D.) set password=boston

E.) password boston

F.) login boston

The correct answer(s): A

Sybex CCNA Study Guide: Chapter 5, pagel64-165

You must first go to the Console, then use the candripassword boston’
Router(config)#line console 0

Router(config-line)#password boston

Router(config-line)#

118. Which command displays the IPX SAP (Servicgektisement Protocol) table?
A.) show ipx sap

B.) show sap

C.) show all

D.) show ipx servers

E.) show ipx

The correct answer(s): D

Sybex CCNA Study Guide: Chapter 9, page 340

Router#show ipx servers

Codes: S - Static, P - Periodic, E - EIGRP, N - RL8 - Holddown, + =
detail U - Per-user static

Type Name Net Address Port Route Hops Itf

S 4 FileServ 1000.0000.0¢12.3456:0451 conn 3 EtO

Router#

119. Which command will display the current timea@isco router?
A.) date
B.) show clock



C.) time
D.) show time
E.) show date

The correct answer(s): B

Sybex CCNA Study Guide: Chatper 5, page 159
Router#show clock

10:23:08.062 UTC Sat Mar 13 1993

Router#

120. The default routing protocol for IPX is IPXHRIHow do you view the
routing updates sent and received by the router?

A.) show ipx routing default

B.) debug ipx routing activity

C.) debug rip

D.) show ipx routing

E.) shipx

F.) debug ipx rip

The correct answer(s): B

Sybex CCNA Study Guide: Chapter 9, page 344
For IPX : debug ipx routing activity

For IP: debug ip rip

Router#debug ipx routing activity

IPX routing debugging is on

121. Using the access-list command, 'access-tisiny 2.2.2.2', what else
must be done to stop host 2.2.2.2 from sendingrafiyc out of physical
interface EO, while still allowing other traffic?

A.) In global mode, Add a line - 'access-list 1rp#r0.0.0.0
255.255.255.255'

B.) On interface EO, Add a line - 'access-group'l i

C.) In global mode, Add a line - 'access-list Inpierll’

D.) On interface EO, Add a line - 'access-list1 in

E.) On interface EO, Add a line - ‘access-list f ou

F.) On interface EO, Add a line - 'ip access-graup

The correct answer(s): A F

There is an implicit deny all at the end of evergess list.

You need to add a line to permit other traffic, @éfhcan be done one of
two ways:

‘access-list 1 permit any'

or,



‘access-list 1 permt 0.0.0.0 255.255.255.255'
You must bind the access list to the interface withaccess-group
command. Note that the default access-list diraggmutbound.

122. Which command do you use to set the Secrstyoad to 'clearwater'?
A.) login enable clearwater

B.) password clearwater

C.) privilege password clearwater

D.) set secret=clearwater

E.) secret login clearwater

F.) enable secret clearwater

The correct answer(s): F

Sybex CCNA Study Guide: Chapter 5, page 164-165

The highly encrypted Secret password will over-tige normal privileged
password.

Router(config)#enable ?

password Assign the privileged level password

secret Assign the privileged level secret

123. How do you find the parameters that you canwith the SHOW command?
A.) ? SHOW

B.) SHOW ?

C.) DEBUG SHOW

D.) HELP

E.) SH?

The correct answer(s): B

Sybex CCNA Study Guide: Chapter 5, page 158-159
Router>show ?

clock Display the system clock

dial-peer Dial Plan Mapping Table for POTS Peers
dialer Dialer parameters and statistics

flash: display information about flash: file system
history Display the session command history

... etc ...

124. Which command would show all Ethernet intesfawith IPX configured on
them?

A.) show interface ipx ethernet

B.) show ipx interface

C.) show ipx interface ethernet



D.) show ipx
E.) show version
F.) show interface ethernet ipx

The correct answer(s): B

Sybex CCNA Study Guide: Chapter 9, page 343

Use 'show ipx interface' to show all interfacesfigured for IPX.

The command 'show ipx interface ethernet' is lagkime specific
interface number, and if it were present, wouldyaflow IPX information
for that one interface.

Router#show ipx interface ethernet ?

<0-1> Ethernet interface number

125. If you have configured IPX on a Serial integawhich command would
display the IPX network and node address on thelSemterface?

A.) show interface

B.) show ipx s1

C.) show interface s1

D.) show ipx int serial 1

E.) show ipx int brief

The correct answer(s): D

Sybex CCNA Study Guide: Chapter 9, page 340-345

'show ipx int serial 1' is the only one command thaplays both the IPX
NETWORK and NODE address.

126. Which command line statement determines tingbeu of seconds a dialup
connection can wait without any traffic before thater hangs up?

A.) time null

B.) hang-up time

C.) dialer idle-timeout

D.) dialer hang-up

E.) deadtime

The correct answer(s): C

Sybex CCNA Study Guide: Chapter 11, page 392-393
Router(config-if)#dialer idle-timeout ?

<1-2147483> Idle timeout before disconnecting &(oalseconds)

127. The Cisco Catalyst 5000 switch supports fupldx. How would you enable
it on the second port of the card in slot 1?

A.) set port duplex 1/2 full

B.) set port full duplex 0/2



C.) set port duplex
D.) port duplex = full
E.) set port 1/2 full

The correct answer(s): A
Sybex CCNA Study Guide: Chapter 5, page 167
Catalyst port-specific commands are issued in tt@TIPORT format.

128. Which command will enable CHAP authenticatora serial interface that
is using PPP?

A.) encapsulation chap

B.) ppp chap

C.) ppp enable chap

D.) ppp encapsulation chap

E.) ppp authentication chap

F.) ppp chap enable

The correct answer(s): E

Sybex CCNA Study Guide: Chapter 11, page 410
Router(config-if)#ppp authentication ?

chap Challenge Handshake Authentication ProtocHIAE)
pap Password Authentication Protocol (PAP)

129. From Enable mode, a user types the lettem@presses enter. There is
more than 1 command that starts with 'C'. What agessvould the router
return?

A.) Nothing would be returned, the command is symghored.

B.) A list of all commands that start with 'C".

C.) Ambiguous Command.

D.) Copy to?

E.) Configured console from console.

The correct answer(s): C

Sybex CCNA Study Guide: Chapter 5, page 159

Router#c

% Ambiguous command: 'c'

Router#

When more than a single command have beginningréett common, you must
type enough to e unique. The exception is forsaka

130. You want a message to be displayed everysomeeone tries to log on to
the router. Which command is required to accomhshtask?



A.) show

B.) message

C.) banner motd
D.) display

E.) send

The correct answer(s): C

Sybex CCNA Study Guide: Chapter 5, page 165-166
Router(config)#banner ?

motd Set Message of the Day banner

131. You create the following standard accesqpistase scroll down):
access-list 1 deny 1.1.1.1

access-list 1 deny 2.2.2.2

int e0

ip access-group 1 in

Which of the following statements are true, withaed to traffic flowing
into EQ?

A.) This will stop IP packets with a source addrefs$.1.1.1 only.

B.) This will stop all IP packets.

C.) This is an invalid configuration.

D.) This will stop no IP packets.

E.) This will stop IP packets with a source addi&s2.2.2.2 only.

F.) This will stop IP packets with a source addiesk.1.1.1 and 2.2.2.2.

The correct answer(s): B

This is a trick question.

IMPLICIT DENY ALL is at the end of every accesstlis

It never makes sense to have an access-list WighDEENIES in it!

132. The command 'Debug IP Rip' will do which o tbllowing?
A.) Show Neighbor Info.

B.) Display RIP routing updates.

C.) Show routing table changes.

D.) Show all IP traffic.

E.) This is not a valid router command.

F.) Cause the router to respond with 'Ambiguousroand’

The correct answer(s): B

Sybex CCNA Study Guide: Chapter 7, page 251-252
Router#debug ip rip

RIP protocol debugging is on



Router#

133. You would like to have a notation that wharsar issues the command
'show interface serial 0', a line is displayed ¢ating that, 'This is

the connection to Corporate.' What interface contanaould accomplish this?
A.) You must use the motd command.

B.) interface This is the connection to Corporate.

C.) This cannot be done for an individual interface

D.) description This is the connection to Corparate

E.) banner This is the connection to Corporate.

F.) display This is the connection to Corporate.

The correct answer(s): D

Sybex CCNA Study Guide: Chapter 5, page 167
Router(config-if)y#description ?

LINE Up to 80 characters describing this interface

134. What command would show the version of the tl@% you are running?
A.) show nvram

B.) show version

C.) show startup-config

D.) show ios

E.) ver -a

F.) show ram

The correct answer(s): B

Sybex CCNA Study Guide: Chapter 8, page 281-282
Router#show version

Cisco Internetwork Operating System Software

IOS (tm) C800 Software (C800-G3N-MW), Version 12)XB1

135. When editing a line in the CLI mode, what dGEERL-A" do?
A.) Moves you to the previous command.

B.) Moves you to the next word.

C.) Moves you to the end of the line.

D.) Moves you to the next command.

E.) Moves you to the beginning of the line.

The correct answer(s): E

Sybex CCNA Study Guide: Chapter 5, page 161
There are many Command Line Interface shortcuts.
CTL-A jumps to the beginning of the line.

CTL-E jumps to the end of the line.



136. When a router knows the IP address, but doeksnow the MAC address of
the device it wishes to contact, it uses the AR&dfAss resolution

protocol) to determine the MAC address. After drles the MAC address,

it stores this information in the ARP cache. Wisathie command to view

the ARP cache?

A.) sh mac

B.) show cache

C.) show arp

D.) sh arp interfaces

E.) show ip cache

The correct answer(s): C

Sybex CCNA Study Guide: Chapter 3, page 100-107
Home#sh arp

Protocol Address Age (min) Hardware Addr Type Ifstee
Internet 10.0.0.3 3 0040.0526.d7ee ARPA Ethernet0
Internet 10.0.0.1 0 0000.861d.d47e ARPA Ethernet0
Internet 10.10.10.1 - 0050.7307.c70b ARPA Ethernet0

137. Which command can verify only Network layengectivity between 2 hosts?
A.) ping

B.) e-mall

C.) plp

D.) arp

E.) telnet

The correct answer(s): A
Sybex CCNA Study Guide: Chapter 1, page 25-29
Telnet tests the Application layer, ping testsKtework layer.

138. What would be the first command from globaifeguration mode to enable
RIP on your router for interface EO, with an addres157.89.4.4 and

mask of 255.255.255.0 ?

A.) router rip

B.) network 157.89.4.0 255.255.255.0

C.) router rip int e0

D.) router rip 157.89.0.0

E.) router rip 157.89.4.0

F.) network 157.89.0.0

The correct answer(s): A
Sybex CCNA Study Guide: Chapter 7, page 237



You must specify the routing protocol and/or AS#EIRE any network
statement.

Router(config)#router rip

Router(config-router)#network ?

A.B.C.D Network number

139. Which command would you type to show SAP atRlipdates you are receiving
on an interface?

A.) sh ipx servers

B.) sh ipx traffic

C.) sh ipx interface

D.) sh ipx route

The correct answer(s): C
THEORY

What is the default IPX Ethernet encapsulation?
A.) SNAP

B.) Arpa

C.) 802.2

D.) Novell-Ether

E.) SAP

The correct answer(s): D
Novell-ether is the default LAN encapsulation. Nibether is 802.3.

140. What must be true for two Routers running IGRBommunicate their routes?
A.) Same autonomous system number

B.) Connected using Ethernet only

C.) Use composite metric

D.) Configured for PPP

The correct answer(s): A
For two routers to exchange IGRP routes they meisionfigured with the
same autonomous system number.

141. The following is partial output from a routitaple, identify the 2
numbers in the square brackets; '192.168.10.0 1800 via 10.1.0.1,
00:00:23, Ethernetl'

A.) 100 = metric, 1300 = administrative distance

B.) 100 = administrative distance, 1300 = hop count

C.) 100 = administrative distance, 1300 = metric



D.) 100 = hop count, 1300 = metric

The correct answer(s): C
The first number is the Administrative distance #&melseconds number is
the metric. In this case it is an IGRP metric.

142. Identify 3 methods used to prevent routingp&id
A.) Split horizon

B.) Holddown timers

C.) Poison reverse

D.) SPF algorithm

E.) LSP's

The correct answer(s): ABC
Routing loops can be prevented by split horizomsgoreverse and
holddown times. The other two choices relate tklSate.

143. Which statement is true regarding full duplex?

A.) Allows for transmission and receiving of datasltaneously

B.) Only works in a multipoint configuration

C.) Does not affect the bandwidth

D.) Allows for transmission and receiving of dat& hot at the same time

The correct answer(s): A
Full duplex is just the opposite of half duplexh#ndles traffice in
both directions simultaneously.

144. ldentify the switching method that receives ¢htire frame then
dispatches it?

A.) Cut-through

B.) Receive and forward

C.) Store and forward

D.) Fast forward

The correct answer(s): C
Store and forward switching receives the entirenedefore dispatching
it.

145. Identify the purpose of ICMP?
A.) Avoiding routing loops

B.) Send error and control messages
C.) Transporting routing updates

D.) Collision detection



The correct answer(s): B
ICMP is used to send error and control messagag. RBes ICMP to carry
the echo-request and echo-reply.

146. Which statement is true regarding the uset ard privileged exec mode?
A.) The '?' only works in Privileged exec

B.) They are identical

C.) They both require the enable password

D.) User exec is a subset of the privileged exec

The correct answer(s): D
The user exec mode is a subset of the privileged mode. Only a certain
number of commands are available at the user exelem

147. Which OSI layer defines end to end commurocategmentation and re-assembly?
A.) Network

B.) Transport

C.) Physical

D.) Application

E.) Data-Link

F.) Presentation

The correct answer(s): B
Layer 4 the Transport layer performs this function.

148. What IP command would you use to test theeetii stack?
A.) Stack-test

B.) Arp

C.) Telnet

D.) Ping

E.) Trace

The correct answer(s): C
Because Telnet is an application and it residéiseatop of the stack it
traverses down the stack and up the stack at tegévieg end.

149. Identify the 2 hardware components used toagwmand/or configure a
router?

A.) Auxiliary port

B.) ROM port

C.) Management port

D.) Console port



The correct answer(s): A D
The 2 hardware ports used to configure the routethee console and
auxiliary ports.

150. What is the default bandwidth of a serial @ion?
A.) 1200 baud

B.) 1.544 Mbps (T1)

C.) 10 Mbps

D.) 96Kpbs

The correct answer(s): B
The default bandwidth is T1.

151. Identify 2 functions of IPX access-lists?
A.) Control SAP traffic

B.) Limit number of Novell servers on a network
C.) Limit number of workstations on a network
D.) Block IPX traffic

The correct answer(s): AD
IPX access lists are used to restrict IPX traffid AP broadcasts.

152. Identify 2 HDLC characteristics?

A.) Default serial encapsulation

B.) Open standard

C.) Supports Stacker compression

D.) Supports point-to-point and multipoint

The correct answer(s): AD
HDLC is the default serial encapsulation and suggooint-to-point and
multipoint. It is not an open standard and doessapport compression.

153. Identify 3 IP applications?
A.) AURP

B.) ARP

C.) Telnet

D.) SMTP

E.) DNS

F.) RARP

The correct answer(s): CD E



ARP and AURP are not part the application layethef TCP/IP stack. SMTP
- Simple Mail Transfer Protocol, Telnet, DNS - DamBlame Services (name
to IP resolution).

154. Identify 3 LAN technologies?
A.) FDDI

B.) HDLC

C.) HSSI

D.) X.25

E.) 802.3

F.) 802.5

The correct answer(s): AE F
The question is asking for 3 LAN technologies, HDISSI and X.25 are all
WAN technologies.

155. Identify the 4 that are not LAN technologies?
A.) HDLC

B.) FDDI

C.) 802.5

D.) HSSI

E.) SDLC

F.) Frame Relay

The correct answer(s): ADEF
802.5 and FDDI are LAN technologies

156. Which OSI layer supports the communication ponent of an application?
A.) Data-Link

B.) Physical

C.) Session

D.) Presentation

E.) Application

F.) Transport

The correct answer(s): E
Layer 7 the Application layer performs this functio

157. Identify the length of an IPX address andcibsiponents?
A.) 80 bits, 48 bits network and 32 bits node

B.) 32 bits, 16 bits network and 16 bits node

C.) None of the above



D.) 80 bits, 32 bits network and 48 bits node

The correct answer(s): D
IPX address has 2 components; network and nodendtweork address is 32
bits and the node is 48 bits, total of 80 bits.

158. Identify the administrative distance and apgete routing protocol?
A) RIP =255, IGRP =100

B.) RIP =100, IGRP =120

C)RIP=1,IGRP =0

D.) RIP =120, IGRP =100

The correct answer(s): D
The administrative distance for RIP is 120 and IGRFP00. The lower the
AD the better the routing information.

159. Which OSI layer incorporates the MAC addrexssthe LLC?
A.) Data link

B.) Network

C.) Physcial

D.) Transport

The correct answer(s): A
Layer 2 the Data-Link layer incorporates the MAG am.C sublayers

160. If configuring a Cisco router to connect toc-Cisco router across a
Frame Relay network, which encapsulation type wgold select?

A.) Q933a

B.) ISDN

C.) IETF

D.) CISCO

E.) ANSI

The correct answer(s): C
There are two types of Frame Relay encapsulat©issp and IETF. IETF is
required when connecting a Cisco to a non-Ciscterou

161. Identify the 2 items that TCP and UDP shareommon?
A.) Both use port numbers to identify upper leygblécations
B.) Operate at the Network layer

C.) Both are Transport protocols



D.) Both are reliable communications

The correct answer(s): A C
TCP and UPD are both layer 4 Tranport protocolskaott use port number
to identify upper level applications.

162. Identify 3 characteristics of IP RIP?
A.) Distance vector

B.) Administrative distance is 120

C.) Periodic updates every 60 seconds
D.) Uses a composite metric

E.) Can load balance

The correct answer(s): AB E
IP RIP is a distance vector protocol, it can loathbce up to 4 equal
cost paths and it's rating of trustworthiness 8.12

163. Which of the following is a layer 2 device?
A.) Switch

B.) Router

C.) Repeater

D.) Hub

The correct answer(s): A
A Hub and Repeater are layer 1 devices. A Routadayer 3 device.

164. Identify the definition of demarcation?

A.) Date in which the WAN service contract expires

B.) Cabling which extends from the WAN service pdar to the customer
C.) Division of responsibility, where the CPE erdisl the local loop
begins

D.) Equipment which is located at the customer psem

The correct answer(s): C
Demarcation is the point in which repsonsibilityaolges hands.

165. Identify the 3 key features of the Cisco Disaay Protocol?

A.) Off by default

B.) Will allow for the discovery of layer 3 addresson neighbor routers
C.) Verify connectivity

D.) Open standard

E.) Does not require any layer 3 protocols to befigared

The correct answer(s): BCE



CDP is used for 2 basic reasons; neighbor connigcéind layer 3
discovery if configured. It is proprietary and is by default.

166. Identify the 3 characteristics of IPX RIP?
A.) Distance vector

B.) Does not support multiple paths

C.) 60 second updates

D.) Default encapsulation is SAP

E.) Uses ticks and hop count as a metric

The correct answer(s): ACE

IPX RIP is a distance vector routing protocol,oed support multiple
paths, the default encapsulation is 'novell-etlteuses tick count as

a primary metric and hop count as a tie breakertas®hds it's updates
every 60 seconds.

167. Identify the access-list range for an exterléegiccess-list?
A.) 800 - 899

B.)1-99

C.) 1000 - 1099

D.) 100 - 199

The correct answer(s): D
IP extened access-lists use the number range e1390

168. Identify the X.25 addressing standard?
A) X.121

B.) X.25a

C.)ITU-1

D.) Q933a

The correct answer(s): A
The X.25 layer 3 addressing standards is X.121.

169. Identify 3 features of IGRP?
A.) Composite metric

B.) New horizon

C.) Flash (triggered) updates

D.) 60-second periodic updates
E.) Poison reverse

The correct answer(s): ACE



IGRP uses a composite metric made up of bandwiadidalay by default, it
updates every 60 seconds and will trigger an upéigte topology
changes.

170. Where is the backup configuration file stored?
A.) RAM

B.) ROM

C.) Console

D.) NVRAM

The correct answer(s): D
One location to store the backup configuration V&RAM.

171. Identify the correct pair of Novell Ethernetapsulation and Cisco
terminology?

A.) Ethernet I, Snap

B.) Ethernet 802.3, Novell-Ether

C.) Ethernet SNAP, Arpa

D.) Ethernet 802.2, Snap

The correct answer(s): B
The default IPX LAN encapsulation is Novell-Ethemiah is 802.3

172. Identify 3 characteristics regarding IP acde$s?
A.) Can be configured as a standard access-list
B.) Can be run from another router running IP

C.) Can be configured as a named access-list

D.) Are the same as IPX access-lists

E.) Can be configured as an extended access-list

The correct answer(s): ACE

There are 3 types of IP access-lists; standardndetd and named. Named
access-lists can be either standard or extendezhdag on how they are
configured.

173. Identify 3 ways in which a router can be cgafed?
A) TFTP

B.) Nvram

C.) Ping

D.) Console

E.) Trace



The correct answer(s): ABD

Changes to the configuration can be entered viadhsole, a config
stored in NVRAM or on a TFTP server. Trace and @ngtools to verify
connectivity.

174. A traffic light is an example of what typemaéchanism?
A.) Collision detection

B.) Flow control

C.) Sequence numbering

D.) Network management

The correct answer(s): B
A Traffice light is an example of flow control.

175. Windowing is a type of?
A.) Negative acknowledgement
B.) Address resolution

C.) Layer transition mechanism
D.) Flow control

The correct answer(s): D

Windowing allow the sender and receiver to dictede much information
that can be received prior to an acknowledgemerig.a form of flow
control.

176. Identify the 2 types of access-list filteratthontrol SAP traffic?
A.) Novell-ether

B.) Arpa

C.) Input-sap-filter

D.) Round-robin

E.) Output-sap-filter

The correct answer(s): C E
SAP's can be blocked by 2 methods; inbound ancoaatth

177. ldentify the 3 guidelines for routers in tlaene autonomous system?
A.) Must be configured for IGRP or RIP

B.) Interconnected

C.) Assigned the same autonomous system number

D.) Configured for the same routing protocol

E.) Must be same model of router



The correct answer(s): B C D
Autonomous system must be interconnected, assitpeeshme AS # and
configured with the same routing protocol.

178. Identify the hardware component used to diafers, tables,
running-configuration etc?

A.) NVRAM

B.) ROM

C.) RAM

D.) Flash

The correct answer(s): C
RAM is the dynamic memory area. ROM contains thetlstrap code, NVRAM
contains the startup-config and Flash containg@s:

179. Identify 3 UDP characteristics?

A.) Reliable communication protocol

B.) Applications that use UDP must incorporateatglity
C.) Connnection-less oriented

D.) Incorporates no handshaking

The correct answer(s): B C D

UPD is a layer 4 Transport protocol. It is connaatiess because it does
establish a connection therefore the 3 step hakdskanot needed, it

does NOT implement any flow control or acknowledgtseAny application
that uses UDP must incorporate any needed rebgbili

180. Identify the IPX standard access-list numbage?
A.) 600 - 699

B.) 1000 - 1099

C.)1-99

D.) 100 - 199

E.) 800 - 899

The correct answer(s): E
IPX standard access-list range is 800-899.

181. Which OSI layer provides best effort end td packet delivery?
A.) Data-Link

B.) Presentation

C.) Network

D.) Transport



E.) Physical
F.) Application

The correct answer(s): C
Layer 3 the Network layer performs this function.

182. Identify the 2 methods to modify the routesstsequence?
A.) Setup program

B.) Boot system commands

C.) RXBoot

D.) Config-register

The correct answer(s): B D
'‘Boot system' command the the 'config-registeruaesl to manipulate the
boot sequence.

183. Identify the 3 pieces of hardware you wouldinstall to prevent
broadcasts?

A.) Switch

B.) Repeater

C.) Bridge

D.) Router

The correct answer(s): ABC
Router are implemented not only to break up netwarto smaller segments
but they are used to block broadcasts.

184. Identify 2 features of PPP PAP authentication?

A.) Username and password is sent in clear text

B.) Authentication messages are sent periodicallynd the connection
C.) More secure than CHAP

D.) Remote node is control of authentication preces

The correct answer(s): AD
PPP PAP authentication sends the username andqrdssw clear text and
the remote node initiates the authentication pmces

185. Identify the switching method that examinesdistination MAC address as
the frame is being received then begins forwardthegframe prior to

receiving the entire frame?

A.) Fragment-free

B.) Store and Forward



C.) Cut-through
D.) Fast forward

The correct answer(s): C
Cut through examines the destination MAC addredsbagins forwarding the
frame prior to receiving the entire frame.

186. Identify 1 characteristic of RARP?

A.) IP to MAC address translation

B.) Connectionless delivery of packets

C.) Can be used to initiate remote O/S load sequenc
D.) Generates error and control messages

The correct answer(s): C
Reverse Address Resolution Protocol is used tdrobtiayer 3 address if
the MAC address is known which then facilitatesldaling of the O/S.

187. Identify the protocol to test connectivity mout configuring any layer 3
protocols?

A.) TCP

B.) Ping

C)IP

D.) CDP

E.) Telnet

The correct answer(s): D
CDP can be used to verify connnectivity prior tgy &yer 3 protocols
being configured.

188. LMI operates between the Frame Switch and wthesr device?
A.) CPE device

B.) Another Frame Switch

C.) X.25 switch

D.) Novell File Server

The correct answer(s): A
LMI stands for local management interface. It opesdetween the Frame
Relay switch and the customer equipment.

189. Identify IPX SAP and it's purpose?
A.) Sonet Access Pipe - interface to Sonet ring
B.) Service Advertising Protocol - advertise seggic



C.) Server Appletalk Protocol - appletalk directegrvices
D.) Service Access Point - identify upper layertpools

The correct answer(s): B
SAP is an Novell protocol to advertise services.

190. Identify the default values that make up IGR®mposite metric?
A.) Bandwidth

B.) Load

C.) Reliability

D.) MTU

E.) Delay

The correct answer(s): A E
IGRP can be configured to use all 5 within it's meeBy default it uses
bandwidth and delay.

191. Identify the default serial encapsulation?
A.) ISDN

B.) HDLC

C.) SDLC

D.) Frame Relay

E.) PPP

The correct answer(s): B
The default serial encapsulation is HDLC.

192. Identify the purpose of ARP?

A.) Avoiding routing loops

B.) Determining a workstation's IP address
C.) Sending a directed broadcast

D.) Determining a workstation's MAC address

The correct answer(s): D
ARP is used to find a devices MAC address giveiPaaddress.

193. What is the purpose of the DLCI?

A.) Identifies the remote routers

B.) Contained with a 802.2 frame for routing pugms
C.) Used with PPP during authentication

D.) Identifies the PVC in a Frame Relay network



The correct answer(s): D
DLCI stands for Data Link Connection Identifieridentifies the local
PVC.

194. Identify 3 characteristics of the Network lag@SI layer 3)?
A.) Connnection oriented

B.) Path determination

C.) Supports multiplexing

D.) Manages sessions

E.) Packet forwarding

The correct answer(s): BCE

The network layer is respsonible for routing whésttails learning the
paths, selecting the best path and forwarding #uigt. Because it
services multiple layer 4 protocols is multiplexes.

195. Identify 3 characteristics of switches?

A.) Increase available bandwidth

B.) Decrease broadcast traffic

C.) Support full duplex in a multipoint topology
D.) Make fowarding decision using MAC address
E.) Create collision domains

The correct answer(s): AD E

Switches operate at layer 2. They increase bantvegtreducing the
number of devics sharing the media. They isolaliéstms. Like a bridge
they forward traffice based upon layer 2 addresaCh\address.

196. Which OSI layer handles physical address, ordtwopology?
A.) Presentation

B.) Physical

C.) Transport

D.) Application

E.) Data-Link

F.) Network

The correct answer(s): E
Layer 2 the Data-Link layer performs this function.

197. Identify 2 reasons for disabling CDP?
A.) If the router is not configured for RIP
B.) Save bandwidth by eliminating overhead



C.) If the router is configured for Appletalk
D.) When connected to a non-Cisco router

The correct answer(s): B D

CDP can be disabled here are a couple of reasomseCting a Cisco
router to a non-Cisco router. Don't want to exclea@®P information to
save bandwidth.

198. Identify 3 characteristics of ISDN?
A.) Transports voice and data

B.) Transports voice only

C.) Support both BRI and PRI

D.) Runs over existing phone lines

E.) Same as X.25

The correct answer(s): AC D
ISDN supports voice, data, and video. It runs @mesting phone lines
and supports 128K (BRI) and T1 (PRI).

199. Identify the 3 characteristics of IGRP?

A.) Uses hop count as a metric

B.) Supports multiple unequal paths

C.) Administrative distance is 100

D.) Configured with an Automous system number
E.) Link state

The correct answer(s): B C D
IGRP is a distance vector routing protocol, it'gr@e of trustworthiness
is 100, it can support up to 6 un-equal paths anstine configured with
an automous system number.

200. Identify 2 features of PPP CHAP authentic&tion

A.) Username and password is sent in clear text

B.) Authentication messages are sent periodicaltynd the connection
C.) Less secure then PAP

D.) Local router ‘challenges’ the remote router

The correct answer(s): B D

PPP CHAP authentication message are sent perityditaing the
connection by challenging the other end of the ectian.

It is more secure than PAP and passwords and useraee encrypted.



201. Identify the default IPX serial encapsulation?
A.) Novell-Ether

B.) SDLC

C.) SNAP

D.) HDLC

The correct answer(s): D
The default IPX serial encapsultion is HDLC.

202. Identify the hardware component that storesodictkup configuration?
A.) RAM

B.) NVRAM

C.) Flash

D.) ROM

The correct answer(s): B
NVRAM contains the backup config. RAM is the dynamemory area, ROM
contains the boot strap code and Flash containk@e

203. Identify the extended IP access-list numbegea
A.) 600 - 699

B.)1-99

C.) 900 - 999

D.) 100 - 199

The correct answer(s): D
The extended IP access-list range is 100-199.

204. Identify 3 Fast Ethernet technologies?
A.) 100 Base FastEther

B.) 100 Base FX

C.) 100 Base T4

D.) 100 Base TX

The correct answer(s): B C D
100 BaseFastEther is false. 100 Base FX, TX andré&4ll valid.

205. Identify the OSI layer which is responsible éod-to-end connections?
A.) Network

B.) Transport

C.) Session



D.) Data link
E.) TCP

The correct answer(s): B
Layer 4 is the Transport layer and is responsiteshd-to-end
connections.

206. Identify the 2 characteristics regarding MAddli@esses?
A.) Contains a network portion and host portion

B.) Always assigned by System Administrator

C.) 48 bits long

D.) Contains a vendor code and serial number

The correct answer(s): CD
MAC addresses are assigned by the vendor. Each &tialgess is 48 bits long
and made up of 24 bits vendor code and 24 bitalsarmber.

207. Identify the number range for IPX SAP filters?
A.) 900 - 999

B.) 1000 - 1099

C.) 800 -899

D.) 100 - 199

The correct answer(s): B
The IPX SAP filtering range is 1000-1099.

208. What is the purpose of ARP?

A.) IP to host name resolution

B.) Host name to IP address resolution
C.) Mac to IP address resolution

D.) IP to Mac address resolution

The correct answer(s): D
Address Resolution Protocol resolves the MAC addifethe IP address is
known. It is a layer 3 protocol.

209. Which OSI layer establishes, maintains anditeates sessions between
hosts?

A.) Application

B.) Physical

C.) Data-Link

D.) Presentation



E.) Network
F.) Session

The correct answer(s): F
Layer 5 the Session layer performs this function.

210. Which statement is true regarding Administeatiistance?
A)) Itis a metric

B.) Number of hops between two routers

C.) Trustworthiness of the routing information

D.) RIP Administrative distance is 100

The correct answer(s): C
Administrative distance is rating of trustworthieex the routing
information. The lower the AD the better the infatmon.

211. Identify the purpose of the Ping command?
A.) Share routing information with a neighbor raute
B.) Transmit user data when buffers are full

C.) Test connectivity at layer 3

D.) Test entire protocol stack

The correct answer(s): C
The ping command tests layer 3 connectivity.

212. Identify the order of the 5 step encapsul&tion
1. Create the segment

2. Convert the frame to bits

3. Create the packet

4. Create the frame

5. User creates the data

A)1,2,4,25

B.) 2,1,3,4,5

C.)5,1,3,4,2

D.)5,3,4,1,2

The correct answer(s): C

Cisco 5 step encapsulation.

1) User creates Data

2) Data is converted into a segment at layer 4

3) The segment is converted to packet at layer 3
4) The packet it converted into a frame at layer 2
5) The frame is converted into bits at layer 1



213. The Cisco IOS is stored where?
A.) ROM

B.) CD

C.) Flash

D.) NVRAM

The correct answer(s): C
By default the Cisco 10S is stored in flash.

214. Sequence and acknowledgement numbers ardéar8ed
A.) Layer transitioning

B.) Flow control

C.) Port number addressing

D.) Reliability

The correct answer(s): D
TCP uses sequence numbers and acknowledgementplearient reliability.

215. Identify IPX GNS and it's purpose?

A.) Go Network Server - sends a print job to a reekaserver
B.) Get Nearest Server - locate the nearest server

C.) Guaranteed Network Services - allocates ressurusers
D.) Get Notes Server - locates Domino Server

The correct answer(s): B
GNS stands for Get Nearest Server, initiated byekstation.

216. Identify the true statement regarding submg®ti
A.) Allows for more host address

B.) Borrow bits from the network portion of the adsis
C.) Allows for unlimited number of networks

D.) Borrow bits from the host portion of the addres

The correct answer(s): D
Subnetting involves borrowing bits for the hosttpor of the address to
be used to subnet addressing.

217. Inverse ARP serves what purpose?
A.) Method for a local router to introduce itsadfthe remote end of the
connection



B.) Broadcast a routing table update
C.) Identify MAC addresses if the IP address isvkmo
D.) Sent every 10 seconds used to verify the Frémiéch is still active

The correct answer(s): A
Inverse ARP operates in a Frame Relay networkedvib end points can
identify themselves to each other.

218. Identify 3 characteristics of a MAC address?
A.) Burned into the NIC

B.) 48 bits long

C.) Length is 32 bits

D.) Used to deliver the frame to the end device
E.) Contains a network portion and a host portion

The correct answer(s): AB D

The MAC address is 48 bits long not 32. It does NgOiiitain a network and
host portion with the address. It is used to delilie frame to the
destination device.

219. Identify 3 IP routing protocols?

A)RIP

B.) AURP
C.) OSPF
D.) IGRP
E.) ARP
F.) ICMP

The correct answer(s): ACD
AURP and ICMP are not routing protocols.

220. Identify the type of routing protocol that Baages entire routing tables
at regular intervals?

A.) Link state

B.) Interior gateway protocols

C.) Appletalk routing

D.) Distance vector

The correct answer(s): D

Distance Vector routing protocols exchange enbrding tables with it's
neighbors. Link State routing protocols exchang®'s$o share
information regarding the networks they know.



221. Identify the type of hardware required to cartra Token ring network to
an Ethernet network?

A.) Repeater

B.) TR-Enet

C.) Router

D.) Token Ring to Ethernet translation hub

The correct answer(s): C
Routers are used to connect dissimiliar networkh different
access-methods, like connecting Token Ring to Bter

222. Identify 3 characteristics regarding CDP?
A.) On by default

B.) Shows only directly connected neighbors
C.) Requires IP or IPX

D.) 60 second update interval by default

E.) 30 second updates interval by default

The correct answer(s): AB D

CDP stands for Cisco Discovery Protocol. It is usediscover directly
connected neighbors, it is on by default and hé@ second update
interval by default.

223. Identify 2 transport layer protocols?
A)IP

B.) TCP

C.) CDP

D.) ARP

E.) UDP

The correct answer(s): B E
TPC and UDP are 2 layer4 Transport protocols.

224. |dentify 2 features of X.257?

A.) Supports only IP

B.) Utilizes switched and permanent virtual cirsuit
C.) Contains minimal flow control and error recoyer
D.) Utilizes LAPB as it's data-link protocol

The correct answer(s): B D
X.25 utilixes LAPB and uses switched and permaiM&is. It supports
multiple layer protocols and is heavy laden wittoedetection and



correction mechanisms.

225. Identify the purpose of the Trace command?

A.) Explorer packet transmitting routing informatio

B.) Test connectivity

C.) Determine the path a packet is taking throunghntetwork
D.) Transmits user data when buffers are full

The correct answer(s): C
The trace command is used to determine the pasickephas taken through
the network.

226. Identify the purpose of the TCP 3 step handsha
A.) Setup a un-reliable connection

B.) Initialize routing tables

C.) Synchronize sequence numbers between hosts
D.) Connection tear down process

The correct answer(s): C

The 3 step handshake establishes the parametersecetpr a TCP
connection. During the handshake process sequemsbkars are synchronized
allowing for the end points to properly acknowledge re-assemble the
segments.

227. Identify 2 PPP characteristics?
A.) Is proprietary to Cisco

B.) Supports authentication

C.) Support compression

D.) Run on a multi-access network

The correct answer(s): B C
PPP supports authentication; PAP and CHAP. It sigports compression;
Stacker and Predictor.

228. Which statement is true regarding half duplex?

A.) Only works in a point-to-point configuration

B.) Allows for transmitting and receiving but ndttae same time
C.) Allow for transmitting and receiving of datarailtaneously
D.) Doubles the bandwidth

The correct answer(s): B
Half duplex is analogous to a single a lane bridtggan handle traffic



in both directions but not at the same time.

229. Identify the purpose of the wildcard mask?

A.) Match a certain portion of the IP address wigleoring the rest of
the address

B.) Determine the class of the IP address

C.) Determine the network portion of an IP address

D.) Hide the host portion of an IP address

The correct answer(s): A
The purpose of the wildcard mask to match a cefartion of the IP
address while ignoring the rest.

230. Identify the OSI layer associated with bits?
A.) Physical

B.) Network

C.) Binary

D.) Data link

The correct answer(s): A
The Physical layer converts the frames to bits.

231. Identify the type of routing protocol that mi@ins a topological
database of the network?

A.) Topological state

B.) Shortest Path First

C.) Link state

D.) Distance vector

The correct answer(s): C
Link State routing protocols maintain a databasg likts all the
networks in the internetwork.

232. Identify the 3 major functions at layer 3 loé tOSI model?
A.) Forwarding process

B.) Logical addressing

C.) End-to-end connnections

D.) Path selection

E.) MAC address examination

F.) Network monitoring

The correct answer(s): AB D



Layer 3 determines the path, forwards the packetraplements software
or logicial addressing.

233. Identify the 2 rules used when configuringist&hce Vector routing
protocol?

A.) Physically connected network(s)

B.) Configure the classful address, no subnets

C.) Enable CDP so neighbors can be detected

D.) Configure all networks in Area0

The correct answer(s): A B
When configuring a Distance Vector routing protoooly assign the
physically connected networks with the classfulradd only.

234. Identify 3 characteristics of an IP address?
A.) Contains a network portion and a host portion
B.) 32 bits long

C.) Unique to each network

D.) Part of the default Cisco configuration

E.) Referred to as the hardware address

The correct answer(s): ABC
An IP address is 32 bits long, it is referred asltdgical or software
address. It contains a network and host portioohH& address is unique.

235. Identify 3 feature of access-lists?

A.) Implicit deny will deny any packets not matched

B.) Processed sequentially from bottom to top

C.) Processed sequentially from top to bottom

D.) If a packet is denied it would be tested agaims remaining
statements in the access-list

E.) Once a match is made the packet is either demipermitted
F.) Enabled on all interfaces by default

The correct answer(s): ACE

Access-list are processed from top to bottom, @ne®tch occurs the
packe is either denied or permitted and is no loteged and if no
match occurs the packet is denied via the imptierty.

236. Which OSI layer performs code conversion, dod®atting and encryption?
A.) Physical
B.) Data-Link



C.) Application
D.) Transport
E.) Presentation
F.) Network

The correct answer(s): E
Layer 6 the Presentation layers performs this fonct

237. Identify the 3 methods routers learn patrdettinations?
A.) Dynamic routing

B.) None of the above, configured by default

C.) Default routes

D.) Administrative distance

E.) Static routes

The correct answer(s): ACE
Routers can learn paths via 3 different sourcesicstoutes, dynamic
routing protocols (ie RIP) and default routes.

238. Identify the purpose of the following commaipdoute 192.168.100.0
255.255.255.0 10.1.0.1°

A.) Enabling a dynamic routing protocol

B.) Creating a static route to the 10.1.0.0 network

C.) Teaches the router about the distant netwo2k188.100.0 and how it
can be reached via 10.1.0.1

D.) Assigining the IP address 192.168.100.0 tonéeriace

The correct answer(s): C

A static routes teaches the router about a dist@imtork and the next
hop to reach that network. Command syntax:

ip route network-address subnet-mask next-hop-addre

239. Based upon the 1st octet rule identify thgedor a Class A address?
A)1-126

B.) 192 - 223

C.)128-191

D)1-191

The correct answer(s): A
Class A address has the 1st octet between 1 Claés B between 128 -
191 and Class C between 192 - 223.



240. What does a Standard IP Access-list use aeriesia?

A.) IP source address

B.) IP source and destination address, protocolbausnand port numbers
C.) IPX source and destination address

D.) Source MAC address

The correct answer(s): A
Standard IP access list use only source address.

241. What is the function of the Transport layed arhich protocols reside
there?

A.) MAC addressing - IP

B.) Interhost communication - SQL, NFS

C.) Best effort Packet delivery - TCP, UDP

D.) End-to-end connections - TCP, UDP

The correct answer(s): D
Layer 4, the Transport layer, is responsible fal-mend connections.
The two TCP/IP protocols that reside there are aG#PUDP.

242. |dentify the 3 Internet layer IP protocols?
A.) NetBios

B.) IPX

C.) ARP

D)IP

E.) RARP

The correct answer(s): CD E
NetBios and IPX are not layer 3 IP protocols. IRternet Protcol, ARP -
Address Resolution Protocol and RARP - Reverse égidResolution Protocol.

243. IPX routing updates occur how often?

A.) Every 30 seconds

B.) Every 60 seconds

C.) Only as needed

D.) When the remote router asks for an update

The correct answer(s): B

IPX RIP updates are exchanged every 60 seconds.

244. Identify 3 methods not used to prevent routragps?
A.) Holddown timers



B.) Sequence numbers
C.) Triggered updates

D.) Split horizon

E.) Area hierarchies

F.) Order of router startup

The correct answer(s): BE F
Area hierarchies, sequence numbers and order tdrrstartup all relate
to Link State routing protocols which do NOT incauting loops.

245. Identify the hardware component that storestiotstrap program?
A.) ROM

B.) N\VRAM

C.) Booter load

D.) RAM

E.) Flash

The correct answer(s): A
ROM contains the boot strap code.

246. Which OSI layer provides mechanical, electrigeocedural for
activating, maintaining physical link?

A.) Presentation

B.) Network

C.) Application

D.) Physical

E.) Transport

F.) Data-Link

The correct answer(s): D
Layer 1 the Physical layer performs this function.

247. Identify 2 characteristics of PPP?

A.) Uses LLC to establish the link

B.) Default serial encapsulation

C.) Support multiple layer 3 protocols

D.) Offers two types of authentication; PAP and GHA

The correct answer(s): CD
PPP is not the default encapsulation and uses IGEPLE to establish the
link. It support multiple layer 3 protocols and popts authentication.



248. Identify 3 characteristics of a connectioreoted protocol?
A.) Path determination

B.) Flow control

C.) Acknowledgements

D.) Uses hop count as metric

E.) 3 step handshake

The correct answer(s): BC E

Connection oriented protcols must first establighdonnection (3 step
handshake), employ methods to ackowledge the rteckgata
(acknowledgements) and slow down the flow of dataquired (flow
control).

249. What is the maximum hop count for IP RIP?
A.) Infinity

B.) 16

C.) 15

D)1

The correct answer(s): C
15 is the maximum hop count, underscoring the Igiziéation of RIP.

250. What is Cisco's default encapsulation methodesial interfaces?
A.) ANSI

B.) Cisco

C.) Q933a

D.) HDLC

The correct answer(s): D
Cisco's implementation of HDLC is only compatiblghnCisco routers. It
is the default encapsulation type for serial irgees.

251. Which of the following is a characteristicao$witch, but not of a
repeater?

A.) Switches forward packets based on the IPX aad@ress in the frame
B.) Switches forward packets based on the IP addnethe frame

C.) Switches forward packets based on the MAC addrethe frame

D.) Switches forward packets based only on thedidtess in the packet

The correct answer(s): C

A repeater regenerates the signal it receivesjtalswakes decisions

based upon MAC addresses to determine whethenmee fshould be forwarded.
Repeaters forward all packets.



252. Ping uses which Internet layer protocol?
A.) RARP

B.) ICMP

C.) ARP

D.) FTP

The correct answer(s): B

Internet Control Message Protocol - ICMP is a managnt protocol and
messaging service provider for IP. Its messagesared as IP
datagrams.

ICMP is used in the following events:

Destination Unreachable - If a router cannot sentPgpacket any
further, it uses an ICMP echo to send a messadetbdbe sender
notifying it that the remote node is unreachable.

Buffer Full - If a routers memory buffer is full MP will send out a
message to the originator.

Hops - Each IP datagram is assigned a path. Thsisis of hops. If it
goes through the maximum number of hops, the paskiscarded and the
discarding router sends an ICMP echo to the host.

Ping - Ping use ICMP echo message to check conitgcti

253. Which is true regarding store-and-forward skiig method?

A.) Latency varies depending on frame-length

B.) Latency is constant

C.) It is default for all Cisco switches

D.) It only reads the destination hardware addbe$sre forwarding the
frame

The correct answer(s): A

Store-and-Forward switching copies the entire fram@its buffer and
computes the CRC. If a CRC error is detected, thraé is discarded, or

if the frame is a runt (less than 64 bytes inclgdime CRC) or a giant

(more than 1518 bytes including the CRC). The LAWtch then looks up the
destination address in its switching table andrdatees the outgoing
interface. The frame is then forwarded to the omtgyinterface. Cisco
Catalyst 5000 switches uses the Store-and-Forwattad. The problem with
Store-and-Forward switching is latency is increagatiency also varies



with the size of the frame. The larger the frarhe,more latency
associated. This of course is due to the facttteéntire frame is
copied into its buffer before being forwarded.

254. Which three of the following are true statetsebout connection-oriented
sessions?

A.) The segments delivered are acknowledged battketsender upon their
reception

B.) Any segments not acknowledged are retransmittyetthe receiver

C.) A manageable data flow is maintained in ordeavoid congestion,
overloading and loss of any data

D.) Segments are sequenced back into their prager apon arrival at

their destination

The correct answer(s): ACD

Connection-oriented services are useful for trattgmgidata from
applications that are intolerant of delays and paok-sequencing. FTP

and Telnet applications are based on connectianail services as well

as some voice and video programs. Any segmenigimat acknowledged by
the recevied is retransmitted by the sender.

What does a metric of 16 hops represent when URIRG
A.) Number of hops to the destination

B.) Destination unreachable

C.) Number of routers

D.) Bandwidth

The correct answer(s): B

Routing Information Protocol (RIP) is a distancetee routing protocol
that used hop count as its metric. The maximumdoomt is 15, 16 hops is
considered unreachable. RIP updates are broadeast20 seconds by
default. RIP has an administrative distance of 120.

255. You need to come up with a TCP/IP addressithgrae for your company.
Which two factors must you consider when you defireesubnet mask for

the network?

A.) The location of DHCP servers

B.) The volume of traffic on each subnet

C.) The number of subnets on the network

D.) The location of the default gateway

E.) The number of host IDs on each subnet

The correct answer(s): C E



When determining which subnet mask to use, you ihetgrmine how many
hosts and how many subnets are required.

256. What is the difference between TCP and UDP?

A.) TCP is connection-oriented; UDP uses acknowdeagnts only

B.) TCP is connection-oriented; UDP is connectiesle

C.) Both TCP and UDP are connection-oriented, Inl ®CP uses windowing
D.) TCP and UDP both have sequencing, but UDP neiectionless

The correct answer(s): B
TCP provides guaranteed connection oriented dgliokpackets, UDP does
not.

257. What does the 'S' mean when looking at thengtable?
A.) Statically connected

B.) Directly connected

C.) Dynamically attached

D.) Shutdown route

The correct answer(s): A
Statically connected routes are those that an astrator has manually
entered into the routing table.

258. Why would you use static routing instead afaiyic routing?
A.) When you want automatic updates of the routaides

B.) All the time

C.) When you have very few routes and want to cweseandwidth
D.) When you have a gateway of last resort

The correct answer(s): C

Static routes are typically used when there arg fev routes and you
want to conserve bandwidth. Since routing protoeotsconstantly sending
their updates across the wire, it can cause a desatof congestion.

259. On Cisco catalyst 5000 how would you set dw®isd port on the controller
in the first slot to full duplex?

A.) Set port duplex 1/1 full

B.) Set port duplex 1/2 full

C.) Set port duplex 0/1 full

D.) Set port duplex 0/2 full

The correct answer(s): B



The syntax is: set type duplex slot/port <full/kalf

260. What does the acronym ARP stand for?
A.) Address Resolution Phase

B.) ARP Resolution Protocol

C.) Address Resolution Protocol

D.) Address Recall Protocol

The correct answer(s): C
The Address Resulution Protocol (ARP) resolvedd@&resses to MAC
addresses.

261. What is the default encapsulation of Netwat@3
A.) Ethernet_lI

B.) 802.5

C.) 802.2

D.) 802.3

The correct answer(s): C
The 802.2 Frame Type is the default frame-typeNetware 3.12.

262. Regarding frame relay, which of the followstgtements are true?

A.) You must use ANSI encapsulation if connectiognon-Cisco equipment
B.) You must use IETF encapsulation if connecingda-Cisco equipment
C.) You must use Q.933a encapsulation if conneingn-Cisco equipment
D.) You must use Cisco encapsulation if connediingon-Cisco equipment

The correct answer(s): B

Cisco's encapsulation for Frame relay is propryetéo communicate with
non-Cisco equipment when using frame-relay encagisul, the IETF method
must be used.

263. What is required to support full-duplex Etretfh
A.) Multiple paths between multiple stations onr|
B.) Automatic sensing operation by all connectedichs
C.) Loopback and collision detection disabled

D.) Full-duplex NIC cards

The correct answer(s): CD
Full duplex ethernet requires that the NIC suppfuttsduplex, and
loopback and collision detection are disabled.



264. Which layer is responsible for determiningufficient resources for the
intended communication exists?

A.) Application

B.) Network

C.) Session

D.) Presentation

E.) Transport

The correct answer(s): A
The Application layer is responsible for determgihsufficient
resources for the intended communication exists.

265. What are the 2 functions of the Data Link N&a@r?

A.) Handles access to shared media

B.) Manages protocol access to the physical netwa#ium

C.) Provides SAPs for higher level protocols

D.) Allows multiple devices to uniquely identify eranother on the data
link layer

The correct answer(s): B D

Media Access Control (MAC) -The MAC sublayer mamageotocol access to
the physical network medium. The IEEE MAC speciima defines MAC
addresses, which allow multiple devices to uniquedyntify one another

at the data link layer.

266. Describe End to End network services: (Chatigbat apply)
A.) Best Route selection

B.) Accomplished Segment by Segment, each segmeanitdonomous
C.) Flow Control & Data Integrity

D.) Best efforts packet delivery

The correct answer(s): ABCD
All of the above End to End network services.

267. Which of the following provide correct infortran about a protocol at the
transport layer of the OSI model?

A.) UDP - Provides Connectionless datagrams service

B.) TCP - Provides Connection Oriented Services

C.) SMTP - Provides Mail Exchange

D.) IP - Route determination

E.) TCP - Provides Flow Control and Error Checking

F.) FTP - Transfers of Files



The correct answer(s): AB E
Only TCP and UDP work at the Transport layer ofdabeve choices. IP is a
Network layer protocol. SMTP and FTP are applicateyer protocols.

268. Which protocol works at the Internet layer @kesponsible for making
routing decisions?

A.) UDP

B.) IP

C.) TCP

D.) ARP

The correct answer(s): B

Internet Protocol - IP provides routing and a sngterface to the

upper layers. No upper layer protocol and now lolager protocol have
any functions relating to routing. IP receives segta from the transport
layer and fragments them into packets includingibsts IP address.

269. Which layer is responsible for providing meukms for multiplexing
upper-layer application, session establishmentt@addown of virtual
circuits?

A.) Session

B.) Network

C.) Physical

D.) Transport

E.) Application

F.) Presentation

The correct answer(s): D

The Transport layer does the following: Responditteend-to-end
integrity of data transmission. Handles multiplexupper-layer
application, session establishment and tear dowsirtofal circuits.

Hides details of network dependent info from thghler layers by
providing transparent data transfer. The ‘windavesks at this level to
control how much information is transferred befaneacknowledgement is
required.

270. Which of the following are logged when IP asckst logging is enabled?
A.) source address

B.) protocol

C.) source port

D.) destination address

E.) access list number

F.) destination port



The correct answer(s): ABCDEF
All of the above are logged when IP access lisgilog is enabled.

271. What's the default CDP holdtime in second<Cisco routers?
A.) 30 seconds

B.) 180 seconds

C.) 90 seconds

D.) 60 seconds

The correct answer(s): B

Cisco Discovery Protocol is a proprietary protawodllow you to access
configuration information on other routers and stvis with a single
command. It uses SNAP at the Data-Link Layer. Biadk CDP sends out a
broadcast every 60 seconds and it holds this irdtion for 180 seconds.
CDP is enabled by default.

272. Which two of the following protocols are usgdhe Transport layer?
A.) ARP

B.) UDP

C.) ICMP

D.) RARP

E.) TCP

F.) BootP

The correct answer(s): B E
TCP and UDP operate at the Transport layer.

273. LAN stands for which of the following?
A.) Local Area Network

B.) Local Arena Network

C.) Local Area News

D.) Logical Area Network

The correct answer(s): A
LAN stands for Local Area Network

274. Choose three reasons why the networking induses a layered model:
A.) It facilitates systematic troubleshooting

B.) It allows changes in one layer to occur witholinging other layers

C.) It allows changes to occur in all layers whlargying one protocol

D.) It clarifies how to do it rather than what geadgunction to be done



E.) It clarifies what general function is to be daather than how to do
it

The correct answer(s): AB E

Why do we have a Layered Model?
1) It reduces complexity

2) Allows for a standardized interface
3) Facilitates modular engineering

4) Ensures interoperable technology
5) Accelerates evolution

6) Simplifies teaching and learning

276. Which layer is responsible for identifying astablishing the
availability of the intended communication partner?

A.) Application

B.) Presentation

C.) Transport

D.) Session

E.) Network

The correct answer(s): A

The Application layer performs the following: Symehizing sending and
receiving applications. Program-to program commatioo. Identify and
establish the availability of the intended commatian partner, and
determine if sufficient resources exist for the conmication. Popular
application protocols include WWW, SMTP, EDI, FTIReInet, and SNMP

277. A ISDN PRI circuit can be described as whitthe following?
A.) 24 B channels and 1-64Kbps D channel

B.) 23 B channels and 1-64Kbps D channel

C.) 2-D channels and 1-C channel

D.) 2-64Kbps B channels and 1-16Kbps D channel

The correct answer(s): B

There are two types of ISDN Channels:

BRI (Basic Rate Interface) - is 2 64Kbps B chanf@islata and one

16Kbps D channel for link management.

PRI (Primary Rate Interface) - is 23Kbps B chaniaeld 1 64Kbps D channel.

278. What are 3 ways to provide login access tterGu
A.) Console

B.) TFTP

C.) Rlogin



D.) Auxiliary Port
E.) X Windows
F.) Telnet

The correct answer(s): AD F
The three ways to provide login access to the rarevia the Console
port, auxiliary port, and virtual terminal (Telnet)

279. Which of the following statements are true?

A.) Store and forward switching creates variabteriay through the switch
B.) Cut through switching creates variables latethcgugh the switch

C.) Cut through switching works at wire speed

D.) Store and forward switching works at wire speed

The correct answer(s): A C

The larger the packet, the greater the latency wiserg a switch with
Store and Forward methods. This is due to thetfettStore and Forward
switching copies the entire Frame into its buffefdoe forwarding the
frame. Cut Through switching only examines theidatbn address before
forwarding the packet and does not copy the frartwits buffer.

280. Which of the following can reply to a Novelét\Nearest Server (GNS)
request?

A.) Local Novell server

B.) Remote Novell Printer

C.) Cisco router

D.) Novell client

The correct answer(s): A C

Cisco routers can act like Novell servers to aem@xtThey can answer
Get Nearest Server request by clients. Of cousd, lbocal and Remote
Novell servers can reply to the GNS request. Al Wibvell servers, Cisco
routers can be configured to either reply, or eply to GNS request by
clients. Since each Novell server and Cisco raotédds a dynamic table
of resources, they can reply to a clients requeghie available

resources closest to them.

281. Identify the 3 kinds of routes IGRP advertkses
A.) Interior

B.) Dynamic

C.) System



D.) Exterior

The correct answer(s): ACD

IGRP is a distance vector routing protocol desigmg€isco. The maximum
hop count is 255, and it uses a combination ofades to determine a
composite metric. IGRP has an administrative distasf 100. There are
three types of routes IGRP advertises: 1) InteBbExterior, and 3)
System.

282. What is the routing metric used by RIP?
A.) Route poisoning

B.) Split horizon

C.) Hop Count

D.)TTL

The correct answer(s): C

Routing Information Protocol (RIP) is a distancetee routing protocol
that used hop count as its metric. The maximumdoamt is 15, 16 hops is
considered unreachable. RIP updates are broadeast20 seconds by
default. RIP has an administrative distance of 120.

283. What is the default encapsulation and frarpe tn an Ethernet interface
when enabling Novell?

A.) SNAP

B.) Ethernet_lI

C.) 802.2

D.) 802.3

E.) SAP

F.) Token_SNAP

The correct answer(s): D
By default, when an encapsulation type is not djgekithe 802.3 frame
type is used.

284. What is true when creating static route?
A.) The mask parameter is optional

B.) The administrative distance is required
C.) The gateway parameter is required

D.) The administrative distance is optional

The correct answer(s): C D
When creating a static route, the gateway paranmeetequired, but the
administrative distance is optional. The correcitay is:



Router(config)# ip route <network> <mask> <addidsserface> <admin
distance>

285. Of the following switching types, which oneshibe highest latency?
A.) Cut-through

B.) None

C.) Store-and-forward

D.) Fragment Free

The correct answer(s): C

Store-and-Forward switching copies the entire fram@its buffer and
computes the CRC. If a CRC error is detected, thr@é is discarded, or

if the frame is a runt (less than 64 bytes inclgdime CRC) or a giant

(more than 1518 bytes including the CRC). The LAWtch then looks up the
destination address in its switching table andrdaitees the outgoing
interface. The frame is then forwarded to the outganterface. Cisco
Catalyst 5000 switches uses the Store-and-Forwatbad. The problem with
Store-and-Forward switching is latency is increasatency also varies

with the size of the frame. The larger the frarhe,more latency

associated. This of course is due to the facttbieaentire frame is

copied into its buffer before being forwarded.

286. What does the IPX maximum path command do?

A.) Allows you to disable the TTL on an IPX packet

B.) This parameter is only used in NLSP routing

C.) Sets the maximum metric that can appear imabheng table

D.) Configures round robin load sharing over midtipqual metric paths
(parallel paths)

The correct answer(s): D
The ipx maximum path command allows you to conkgoarallel paths for
load sharing.

287. What does -1 mean in an extended IPX acc&Ss-li
A.) Any IP address

B.) Deny all

C.) Deny host

D.) Any host or any network

The correct answer(s): D
For IPX access lists, the -1 is a wildcard thahigigs Any Host or Any
Network.



288. What paramater is used with statically asslgoeaters to tell packets
which interface to use to reach a distant network?

A.) Mask

B.) Subnet

C.) Default gateway

D.) Interface

The correct answer(s): D
The interface parameter tell a packet which intef use to reach
other networks.

289. Which of the following protocols are used & gn IP address from a
known MAC address?

A.) BootP

B.) TCP

C)IP

D.) ARP

E.) RARP

F.) ICMP

The correct answer(s): A E

Reverse Address Resolution Protocol - RARP is ARBmterpart, but it
resolves IP addresses to MAC addresses typicaltiiskless workstations.
BootP allows a host to resolves it's own MAC adsltesan IP address.

290. What does the Spanning Tree Algorithm (STA) do
A.) Restore lost frames

B.) Builds routing tables for routing through ateimetwork
C.) Forward packets through a switch

D.) STA is implemented by STP to prevent loops

The correct answer(s): D

IEEE 802.1d Spanning Tree Protocol (STP) was deeeldo prevent routing
loops in a network. If a router, switch, or hub hagre then one path to

the same destination, a routing problem could acboiprevent this, the
Spanning Tree Protocol is executed between theegto detect and
logically block redundant paths from the networkeTmain function of the
Spanning Tree Protocol is to allow redundant nekvpaths without
suffering the effects of loops in the network.

The Spanning Tree Algorithm (STA) implemented byPirevents loops by
calculating a stable Spanning Tree network topal®glgen creating fault
tolerant internetworks, a loop-free path must elettveen all Ethernet
nodes in the network. Spanning Tree frames calkgtgB Protocol Data



Units (BPDUSs) are sent and received by all switahéke network at
regular intervals.

291. IP extended access lists use which of theviatig as a basis for
permitting or denying packets?

A.) destination address

B.) all of the above

C.) protocol

D.) source address

E.) port

The correct answer(s): B
All of the above are basis for permitting or demylR packets for use
with an Extended IP access list.

292. What is the extended IPX access list range?
A.) 901-1000

B.) 100-199

C.) 900-999

D.) 1000-1000

The correct answer(s): C
Cisco has setup ranges of numbers to signify adis¢ss900-999 is the
range for the Extended IPX access lists.

293. CPE is an acronym for which of the following?
A.) Customer Premise Equipment

B.) Central Processing Engineering

C.) Customer Process Equipment

D.) Central Processing Equipment

The correct answer(s): A
Customer Premise Equipment (CPE) are devices milslocated at the
subscriber's premises. Includes both owned anddeaguipment.

294. How often does IP RIP send out routing tapléates by default?
A.) They send complete updates every 30 seconds

B.) They send partial updates every 30 seconds

C.) They send complete updates every 60 seconds

D.) They send partial updates every 60 seconds

The correct answer(s): A



Routing Information Protocol (RIP) is a distancetee routing protocol
that used hop count as it's metric. The maximumdoamt is 15, 16 hops
is considered unreachable. RIP updates are braasleay 30 seconds by
default. RIP has an administrative distance of 120.

295. Which ISDN protocol prefix specifies switchiagd signalling?
A)l

B.)E

C)Q

D.)S

The correct answer(s): C

These protocols deal with ISDN issues:

E - Specifies ISDN on the existing telephone nekwor
| - Specifies concepts, terminology, and services.

Q - Specifies switching and signaling.

296. CSMA/CD stand for which of the following?

A.) Carrier Sense, Multiple Access with Collisioetection
B.) Collision Sense, Multiple Access with Collisi@etection
C.) Collision Sense, Multiple Access with CarrieztBction
D.) Carrier Sense, MAC address with Collision Datet

The correct answer(s): A
The IEEE standard for Carrier Sense Multiple Adc€sllision Detection
is 802.3. Also know as Ethernet.

297. Which of the following are Distance Vector jmals?
A.) IGRP

B.) RIP

C.) OSFP

D.) EIGRP

The correct answer(s): A B

RIP and IGRP are Distance Vectoring protocols sead their entire
routing tables to their neighbors.

In some Cisco literature, EIGRP is listed as amdaded disance vector'
routing protocol. However, the official curriculucourseware considers
EIGRP a 'hybrid' protocol.

298. UDP works at which layer of the DOD model?
A.) Internet



B.) Host-to-Host
C.) Transport
D.) Data Link

The correct answer(s): B
The TCP/IP Transport Layer (OSI) and Host to HBEDD) protocols use TCP
and UDP. Notice this question asks for DOD model.

299. Of the following switching types, which oneshihe lowest latency?
A.) Cut-through

B.) Fragment Free

C.) None

D.) Store-and-forward

The correct answer(s): A

Cut-Through switching copies only the destinatiddrass which is the
first 6 bytes after the frame preamble into itsféufThe LAN switch

then looks up the destination address in its switchable and

determines the outgoing interface. The frame ia et to the

interface. A cut-through switch provides reducddnay because it begins
to forward the frame as soon as it read the degimaddress and
determines the outgoing interface.

300. What is an administrative distance of 0 mean?

A.) 0 means unbelievable

B.) Ois for EIGRP

C.) O is the default distance for directly conndatetworks
D.) 0 means unreachable

The correct answer(s): C
Directly connected network have the lowest admiaiste distance of 0.
They are considered the most reliable.

301. Which of the following describe full-duplextrsmission?

A.) Uses a single wire

B.) Data transmission in both directions, but ome way at a time
C.) Uses a point-to-point connection from the traitter of the
transmitting station to the receiver of the reaggvstation

D.) Data transmission in only one direction

The correct answer(s): C

Full Duplex - Capability for simultaneous data sanssion between a
sending station and a receiving station. It recquaevorkstation be
attached to a switch, the NIC must support it, evitision detection and



loopback must be disabled.

302. Which of the following is a connectionlesstpool at the Transport layer?
A.) UDP

B.) ARP

C.) ICMP

D.) RARP

E)IP

F.)FTP

The correct answer(s): A

User Datagram Protocol - UDP is a connectionlesnted transport
protocol for use when the upper layers providerengoovery and
reliability. UDP does not sequence data or re-ab&eihinto any order
after transmission. This protocol uses Port 17.

303. What is the routing metric used by IGRP?
A.) MTU, delay, bandwidth, reliability, and loading
B.) Count to infinity

C.)TTL

D.) Hop count

The correct answer(s): A

IGRP is a distance vector routing protocol desigmg€isco. The maximum
hop count is 255, and it uses a combination ofades to determine a
composite metric. IGRP has an administrative desaof 100.

304. What does 'P' mean when running a Trace?
A.) Good route

B.) Protocol unreachable

C.) Source Quench

D.) Destination unreachable

The correct answer(s): B
When a P is returned when a Trace is run, it mdan®rotocol is
unreachable.

305. What is the Network Layer of the OSI respoesibr?
A.) Bridging

B.) Routing packets through an internetwork

C.) Regenerating the digital signal

D.) Gateway services



The correct answer(s): B

The Network Layer routes data from one node tolsrpsends data from
the source network to the destination network. mer will use packet
switching to move a packet from one interface at,do another through
the network cloud.

306. Which layer is responsible for routing throwghinternetwork?
A.) Physical

B.) Session

C.) Network

D.) Transport

E.) Application

F.) Data Link

The correct answer(s): C
The Network layer is responsible for routing. Tisishe primary job of
routers, which operate at the Network layer.

307. What three occurrences will reset the holddomer after a triggered
update?

A.) Infinity is finally defined as some max number

B.) HD Timer expires

C.) Another update is received indicating a bettetric

D.) The router receives a processing task propwatito the number of
links in the internetwork

E.) The router detects fault LSP's propagatingughathe internetwork

F.) Another update is received indicating net statutanged

The correct answer(s): BD F

The HD Timer expires, another update is receivedetating net status
change, or if the router recieves a processingpegortional to the
number of links in the internetwork, this reset boédddown timer. These
are all triggered updates.

308. Which layer is responsible for putting 1s 8sdnto a logical group?
A.) Session

B.) Application

C.) Transport

D.) Data Link

E.) Physical

F.) Network



The correct answer(s): D
Frames are broken down into 1s and Os and pladedtos physical medium
by the Data Link layer.

309. How many LMI types are available on Cisco eos?
A.) Four

B.) Two

C.) Five

D.) Three

The correct answer(s): D

There are three types of LMI standards:

ANSI - Annex D defined by ANSI standard T1.617
ITU-T (Q.933A) - Annex A defined by Q933A
Cisco (default) - LMI defined by the gang of four

310. Which layer is responsible for framing?
A.) Application

B.) Data Link

C.) Physical

D.) Network

E.) Transport

The correct answer(s): B

The Data link layer performs the following: Respibiesfor physically
passing data from one node to another. Transla¢ssages from the upper
layers into data frames and adds customized headetsining the
Hardware destination and source address.

311. What ISDN protocol specifies concepts, ternugy, and services?
A)Q

B.)S

C)I

D)E

The correct answer(s): C

These protocols deal with ISDN issues:

E - Specifies ISDN on the existing telephone nekwor
| - Specifies concepts, terminology, and services.

Q - Specifies switching and signaling.

312. What is the purpose of Split Horizons?
A.) It prevents the regular update messages fromstaging a route that



has gone down

B.) Information received on an interface cannoséet back out the same
interface

C.) Informs all neighbor routers that two routegsex

D.) Tells the router the destination is unreachable

The correct answer(s): B
Split Horizon - If you learn a protocol’s route an interface, do not
send information about that route back out tharfate.

313. WAN stands for which of the following?
A.) Wide Arena Network

B.) World Area Network

C.) Wide Area News

D.) Wide Area Network

The correct answer(s): D
WAN stands for Wide Area Network

314. Which of the following provide connection-aried transport to upper
layer protocols?

A.) SPX

B.) RIP

C.) NLSP

D.) NCP

The correct answer(s): A
SPX is similar to TCP in that is provides reliaidivery of packets and
provides connection-oriented transport to the ujbgpgar protocols.

315. Which two does 100BaseT use?
A.) CSMA/CD

B.) IEEE 802.5

C.) 802.3u

D.) Switching with 53-byte cells

The correct answer(s): A C

100BaseT - 100BaseT uses two-pair Category 5 UBkR e@th an RJ45
connector and the same pin out as in 10BaseT. KeBsupports full
duplex operation. 100BaseT is limited to 100 medistance.

316. Which layer is responsible for flow contratkaowledgement, and



windowing?
A.) Transport
B.) Network
C.) Application
D.) Session
E.) Physical
F.) Data Link

The correct answer(s): A

The Transport layer performs the following: Resplolesfor end-to-end
integrity of data transmission. Handles multiplexupper-layer
application, session establishment and tear dowirtofal circuits.

Hides details of network dependent info from thghler layers by
providing transparent data transfer. The ‘windovesks at this level to
control how much information is transferred befaneacknowledgement is
required.

317. Which of the following is used to manage arwhitor the network?
A.) SNMP

B.) HTTP

C)IP

D.) FTP

The correct answer(s): A
The Simple Network Management Protocol (SNMP) sdu® manage and
monitor traps.

318. What is true about Link-State protocols?

A.) They maintain a more complex table than disteator protocols
B.) They maintain a less complex table than distastor protocols
C.) They use routing ports

D.) The maintain backup copies of the I0S

The correct answer(s): A

Whereas the distance vector algorithm has non-spediormation about
distant networks and no knowledge of distant rajteldink-state routing
algorithm maintains full knowledge of distant ransteand how they
interconnect.

319. The maximum distance on a 10BaseT network tr@avhub to a workstation is
which of the following?

A.) 500 meters

B.) 1000 meters



C.) 100 meters
D.) 1500 meters

The correct answer(s): C
The standard for 10BaseT networks is 100 metergpproximately 330 feet.

320. Which of the following use PVCs at layer 27?
A) X.25

B.) HDLC

C.) Frame relay

D.) ISDN

The correct answer(s): C

321. Of the above choices, only Frame relay usasdeent Virtual Circuits
(PVCs) at layer 2. PVC is the key word in this diges

What is the routing algorithm used by RIP and IGRP?

A.) OSPF

B.) Link-state

C.) Dynamic

D.) Distance Vector

The correct answer(s): D

Distance vector-based routing algorithms (also kmaw Bellman-Ford
algorithms) pass periodic copies of a routing tditden router to router.
Regular updates between routers communicate topclognges. Each router
receives a routing table from it's direct neighand increments all

learned routes by one. By this method, each rdeéens the internetwork
topology via second hand information.

322. Which layer is responsible for negotiatingadaansfer syntax?
A.) Network

B.) Session

C.) Application

D.) Transport

E.) Presentation

The correct answer(s): E

The Presentation layer performs the following: Mggsdata representation
conversions, or data transfer syntax. For exantipgePresentation layer
would be responsible for converting from EDCDICASCII. Data
compression, decompression, encryption, and deorypte presentation
layer. Presentation layer standards include MPE®IMPICT, TIFF, JPEG,
ASCII, and EBCDIC



323. What are hold-downs used for?

A.) To prevent regular update messages from rdingta route that has
come back up

B.) Information received on an interface cannoséet back out the same
interface

C.) To prevent regular update messages from reingta route that has
gone down

D.) To hold the routing table from being sent tother router

The correct answer(s): C
Hold-Down Timers - Routers ignore network updatenmation for some
period.

324. Which of the following protocols are used lfagical network addressing?
A)IP

B.) TCP

C.) ARP

D.) ICMP

E.) RARP

F.) BootP

The correct answer(s): A

Internet Protocol - IP provides routing and a sngterface to the
upper layers. No upper layer protocol and now lolager protocol have
any functions relating to routing. IP receives segta from the transport
layer and fragments them into packets includinghibgts IP address. IP
addressing is logical, not physical.

325. Which can be logged by IPX extended acces?lis
A.) source address

B.) protocol

C.) source socket

D.) access list number

E.) destination socket

F.) destination address

The correct answer(s): ABCDEF
All of the above can be logged by IPX extended sstists.

326. Put the following steps of encapsulation thicorrect order:
1) The data is broken into segments to be organized
2) Frames are converted to 1s and Os to be puteowite



3) Packets are converted into frames
4) Information that users enter is converted irdtad
5) The segments are changed to packets to be routed

The correct answer(s): D

Follow the steps through the Layers of the OSI rumlget the answer.

Watch the key words in each line to help you deteernthe steps.

Remember the following: Data, Segments, Packetsn€s, Bits (from the top down).

327. Which port numbers are used by TCP and UDdettop sessions with other
hosts?

A.) 1024 and above

B.) 6 and 17 respectively

C.) 1-25

D.) 6-17

The correct answer(s): A
TCP and UDP use random port number above 1023tabkshing
communications.

328. Repeaters work at which layer of the OSI nddel
A.) Network

B.) Session

C.) Transport

D.) Physical

The correct answer(s): D
Repeaters work at the Physical layer of the OSlehby regenerating the
signal to extend the distance it can travel.

329. What protocols can you use while testing T?ace
A.) DECnet

B.) CLNS

C)IP

D.) Old Vines

E.) Vines

F.) Chaos

The correct answer(s): BCD E



Type Trace ? At the router command prompt to dest af available
supported protocols for tracing routes to IP adsks®r Name addresses.

330. What utility can you use to see the path &gaakes through an
internetwork?

A.) Route

B.) SNMP

C.) Trace

D.) Ping

The correct answer(s): C

Trace - Uses Time-To-Live (TTL) values to generagssages from each
router used along the path. This is very powerfuts ability to locate
failures in the path from the source to the detibna

331. What is true about frame-relay DLCI?

A.) DLCI represents a single physical circuit

B.) DLCI is optional in all frame-relay networks

C.) DLCI identifies a logical connection betweenbdevices

D.) DLCI is used to tag the beginning of a fram&w/LAN information

The correct answer(s): C

Data Link Connection Identifier (DLCI). A frame-esl service provider
typically assigns DLCI values that are used by #eawelay to distinguish
between different virtual circuits on the netwdrer the IP devices at
each end of a virtual circuit to communicate, theiaddresses are
mapped to DLCIs. Every DLCI value can have a glavdbcal meaning.

332. Which frame has a Type field to identify thmpar-layer protocol?
A.) 802.3

B.) 802.2

C.) 802.5

D.) Ethernet_lII

The correct answer(s): D
Ethernet_II has a Type field to identify the uppsrer protocol. This is
best seen by capturing packets with a sniffer aaanéning the packet.

333. Which protocol will let neighbor routers kndwour internetwork
experienced congestion on a serial port?

A.) BootP

B.) IP



C.) ICMP
D.) ARP
E.)FTP
F.) RARP

The correct answer(s): C

Internet Control Message Protocol - ICMP is a managnt protocol and
messaging service provider for IP. Its messagesared as IP
datagrams.

ICMP is used in the following events:

Destination Unreachable - If a router cannot sentPgpacket any
further, it uses an ICMP echo to send a messadetbdbe sender
notifying it that the remote node is unreachable.

Buffer Full - If a routers memory buffer is full MP will send out a
message to the originator.

Hops - Each IP datagram is assigned a path. Thsisis of hops. If it
goes through the maximum number of hops, the paskiscarded and the
discarding router sends an ICMP echo to the host.

Ping - Ping use ICMP echo message to check conitgcti

334. What do you use the Aux port for?
A.) Console

B.) Terminal editing

C.) Modem

D.) Backup logging

The correct answer(s): C
The auxiliary port is used to connect a modem fak lsackups.

335. The CSMA/CD Ethernet IEEE committee is defiagsdvhich of the following?
A.) 802.2
B.) 802.3
C.) 802.4
D.) 802.5

The correct answer(s): B
The IEEE standard for Carrier Sense Multiple Adc€sllision Detection
is 802.3. Also know as Ethernet.



336. How many Frame-relay encapsulation types\a#adle with Cisco routers?
A.) Four

B.) Two

C.) Five

D.) Three

The correct answer(s): B
The two types of Frame relay encapsulation aredCasa IETF.

337. What is the maximum hop count for Link-Statet@cols?
A.) 15

B.) there is no hop count limit

C.) 256

D.) 16

The correct answer(s): B

Link-state-based routing algorithms — also knowslastest path first
(SPF) algorithms, maintain a complex databasepdlégy information.
Whereas the distance vector algorithm has non-spediormation about
distant networks and no knowledge of distant rajtelink-state routing
algorithm maintains full knowledge of distant rasteand how they
interconnect.

338. What information can you get from CDP infdidose all that apply)
A.) Hardware platform

B.) One address per protocol

C.) Software platform

D.) Hostname

E.) The same info as show version

F.) Incoming/outgoing port

The correct answer(s): ABDEF
All of the above except the software platform carsben with the CDP
information.

How does the cut-through switching technique work?

A.) By using broadcast address as source addresses

B.) The switch waits only for the header to be ne=e before it checks
the destination address and starts forwarding so&gis

C.) The LAN switch copies the entire frame intoatoard buffers and
then looks up the destination address in its fodivay, or switching,
table and determines the outgoing interface

D.) By using a Class | repeater in a collision doma



The correct answer(s): B

Cut-Through switching copies only the destinatiddrass which is the
first 6 bytes after the frame preamble into itsfeufThe LAN switch

then looks up the destination address in its switchable and

determines the outgoing interface. The frame ia et to the

interface. A cut-through switch provides reducddnay because it begins
to forward the frame as soon as it read the degimaddress and
determines the outgoing interface.

339. What is the protocol number for TCP?
A.) 80

B.) 21

C)11

D.)6

The correct answer(s): D

Transmission Control Protocol - TCP is a connectinaented transport

layer protocol with built in reliability. It takes large block of data

and breaks it down into segments. It numbers agdesees each segment so
the destination's TCP protocol can re-assembladk Into the original

order. TCP uses acknowledgements via sliding wirgddtahas a large
overhead due to built in error checking. The protase protocol # 6.

340. Which of the following are Presentation Lagtandards?
A.) JPEG and PICT

B.) MPEG and MIDI

C.) ASCIl and EBCDIC

D.) NFS and SQL

The correct answer(s): ABC

For example, the Presentation layer would be resptanfor converting
from EDCDIC to ASCII. Data compression, decompm@ssencryption, and
decryption are presentation layer. Presentatioerlatandards include
MPEG, MIDI, PICT, TIFF, JPEG, ASCII, and EBCDIC.

341. What is the administrative distance for RIP?
A.) 100

B.) 90

C.) 120

D.) 110

The correct answer(s): C



Routing Information Protocol (RIP) is a distancetee routing protocol
that uses hop count as its metric. The maximumdoot is 15, 16 hops is
considered unreachable. RIP updates are broadeast0 seconds by
default. RIP has an administrative distance of 120.

342. IP standard access lists use which of theviatig as a basis for
permitting or denying packets?

A.) destination address

B.) port

C.) protocol

D.) source address

The correct answer(s): D
For Standard access lists, only the source adtdresed as a basis for
permitting or denying packets.

343. If a frame is received at a switch and onéydblstination hardware
address is read before the frame is forwarded, typatof switching
method is this?

A.) Store-and-drop

B.) Latency

C.) Store-and-forward

D.) Cut-through

The correct answer(s): D

Cut-Through switching copies only the destinatiddrass which is the
first 6 bytes after the frame preamble into itsféufThe LAN switch

then looks up the destination address in its switchable and

determines the outgoing interface. The frame ia et to the

interface. A cut-through switch provides reducedray because it begins
to forward the frame as soon as it read the degimaddress and
determines the outgoing interface.

344. What is the purpose and default value of th® @mer command?
A.) 90 seconds; interval before an entry expires

B.) 60 seconds; interval between updates

C.) 60 seconds; interval before an entry expires

D.) 90 seconds; interval between updates

The correct answer(s): B
The CDP timer controls when the update of CDP méttion should be sent
to the neighbor router.



345. Choose the following that are benefits to saging with router:
A.) Flow Control

B.) Manageability

C.) Multiple Active Paths

D.) Explicit packet lifetime control

The correct answer(s): ABCD
All of the above are benefits of segmenting wittoater.

346. When discussing static routes, what is thevgay parameter used for?
A.) Determining the dynamic route

B.) Defining the subnet

C.) Defining the Administrative Distance

D.) Determining the next hop

The correct answer(s): D
The gateway parameter determines the path to thtemater.

347. Which layer hides details of network dependeiormation from the higher
layers by providing transparent data transfer?

A.) Transport

B.) Physical

C.) Data Link

D.) Session

E.) Application

F.) Network

The correct answer(s): A

The Transport layer does the following: Responditteend-to-end
integrity of data transmission. Handles multiplexupper-layer
application, session establishment and tear dowiriofal circuits.

Hides details of network dependent info from thghler layers by
providing transparent data transfer. The ‘windovesks at this level to
control how much information is transferred befaneacknowledgement is
required.

348. What information is provided by the local mgmant interface (LMI)?
A.) LMI encapsulation type

B.) The current DLCI values

C.) The status of virtual circuits

D.) The global or local significance of the DLCllwes



The correct answer(s): B C D
LMI is a standard related to Frame Relay. It pregithformation related
to PVCs.

349. Which layer defines the physical topology?
A.) Application

B.) Transport

C.) Network

D.) Data Link

E.) Physical

F.) Session

The correct answer(s): E
The Physical layer deals with the actual physicadlimm and the method of
transporting 1s and Os.

350. What key do you use to view the last command?
A.) Left Arrow

B.) Space Bar

C.) Up Arrow

D.) Right Arrow

The correct answer(s): C
CTRL+P as well as the Up Arrow keyboard commandkshiow the last
command.

351. Which of the follow do not belong to the cuser?
A.) CO

B.) DCE

C.) Router

D.) CPE

E.) Demarc

F.) DTE

The correct answer(s): A E
Central Office (CO) - A switching facility that prmles the nearest point
of presence for a provider's WAN service.

Demarcation (Demarc) - The point at which the CRéseand the local loop
portion of the service begins. Usually the telecamitations closet at
the subscriber's location.

CPE, DTE, DCE, and the router are all typically edry the customer. DTE



devices are usually routers, DCE devices are CS&IdH)or WAN interfaces
that have a built in CSU/DSU in the router. CPEdsafor Customer
Premise Equipment.

352. What is the IEEE specification for SpanningelProtocol?
A.) 802.9

B.) 803.ud

C.) 803

D.) 802.1d

The correct answer(s): D

IEEE 8021.d Spanning Tree Protocol (STP) was deeeldo prevent routing
loops in a network. If a router, switch, or hub hagre then one path to

the same destination, a routing problem could aocboiprevent this, the
Spanning Tree Protocol is executed between thedet detect and
logically block redundant paths from the networkeTmain function of the
Spanning Tree Protocol is to allow redundant nekvpaths without
suffering the effects of loops in the network.

The Spanning Tree Algorithm (STA) implemented byPirevents loops by
calculating a stable Spanning Tree network topal®glgen creating fault
tolerant internetworks, a loop-free path must elettveen all Ethernet
nodes in the network. Spanning Tree frames calkgtbB Protocol Data
Units (BPDUSs) are sent and received by all switahéke network at
regular intervals.

353. CO is an acronym for which of the following?
A.) Central Office

B.) Capital Office

C.) Central Operator

D.) Company Office

The correct answer(s): A
Central Office (CO) - A switching facility that prmles the nearest point
of presence for a provider's WAN service.

354. What is convergence time?

A.) The update time

B.) The time it takes to reload a router

C.) The time it takes for a packet to reach itsidason

D.) The time is takes for all routers update th&les after a change
takes place

The correct answer(s): D



Convergence is slower for Distant Vector routing anfaster for Link
State routing.

355. Which of the following are Session Layer stadd?
A.) ASCIl and EBCDIC

B.) MPEG and MIDI

C.) NFS and SQL

D.) JPEG and PICT

The correct answer(s): C
Session layer protocols include NFS, SQL, RPC, aait Session Protocol
(ASP), XWindows, and NetBEUI.

356. What is the IP extended access list range?
A.) 1000-1099

B.) 100-199

C.) 1-99

D.) 101-200

The correct answer(s): B
100-199 is the range for Extended IP access lists.

357. Define Poison Reverse?

A.) To prevent regular update messages from rdingta route that has
gone down

B.) Packets sent out that are not destined fotwark go to the default
network

C.) Information received on an interface cannoséet back out the same
interface

D.) When a network goes down, the router enteits itable the number 16
to signify destination unreachable

The correct answer(s): D
By entering a 16 as the hop count, the other relkeow that the
destination is unreacheable.

358. What is the default interval for SAP updates?
A.) 60 seconds

B.) 15 seconds

C.) 30 seconds

D.) 120 seconds

The correct answer(s): A



By default, the SAP (Service Access Protocol) sendsipdates every 60
seconds. This value can be changed to alter thaeteipaterval. To
decrease WAN traffic, the update interval couldrimeeased to every 5
minutes.

359. What does a router do with a packet thatesdwt have a destination
network for?

A.) Sends it to the Serial port

B.) Drops the packet

C.) Sends it back out the same interface it reckitvm

D.) Forwards the packet to the next hop

The correct answer(s): B
When a router does not have a destination for kgbait drops the
packet into the bit bucket.

360. What type of frame does CDP use to gathernmdition about It's neighbors?
A.) TCP/IP

B.) Novell-ether

C.) Subnetwork Access Protocol (SNAP)

D.) Ethernet_lII

The correct answer(s): C

Cisco Discovery Protocol is a proprietary protaoallow you to access
configuration information on other routers and sivés with a single
command. It uses SNAP at the Data-Link Layer. Biadk CDP sends out a
broadcast every 60 seconds and it holds this irdton for 180 seconds.
CDP is enabled by default.

361. Which protocol is used for booting disklesskgtaions?
A)IP

B.) ARP

C.) RARP

D.) TCP

E.) SNMP

The correct answer(s): C
Reverse Address Resolution Protocol - RARP is AR&miterpart, but it
resolves IP addresses to MAC addresses typicaltlisikhess workstations.

362. Which layer is responsible for synchroniziegding and receiving
applications?



A.) Presentation
B.) Session

C.) Transport
D.) Application
E.) Network

The correct answer(s): D

The Application layer performs the following: Symechizing sending and
receiving applications. Program-to program commatio. Identify and
establish the availability of the intended commati@mn partner, and
determine if sufficient resources exist for the coumication. Popular
application protocols include WWW, SMTP, EDI, FTIReInet, and SNMP

363. Which protocol gets a hardware address frémmoavn IP address?
A.) RARP

B.) TCP

C)IP

D.) BootP

E.) ARP

F.) ICMP

The correct answer(s): E

Address Resolution Protocol - ARP is responsibtedsolving MAC
addresses to IP address. It stores these inpgtsa@he for later use.
It does this to inform a lower layer of the destioa's MAC address.

364. Which layer defines bit synchronization?
A.) Application

B.) Network

C.) Transport

D.) Physical

E.) Session

F.) Session

The correct answer(s): D
The Physical layers deals with synchronizing tharig Os on the wire.

365. Which is true regarding half duplex Ethernatration?

A.) Half Duplex ethernet technology provides a smit circuit connection
wired directly to the receiver circuit at the otlesed

B.) Half duplex transmission between stations lseed by using point
to multipoint Ethernet and Fast Ethernet

C.) With Half Duplex transmission logically circaifeed into a single



cable creating a situation similar to a one wagldpi
D.) Half Duplex transmission between stations isiewed using Point to
Point Ethernet & Fast Ethernet

The correct answer(s): C
Half-Duplex - Capability for data transmission inlpone direction at a
time between sending station and a receiving statio

366. When would you use ISDN?

A.) To connect LANs using POTS

B.) To support applications requiring voice, datagl video

C.) When you need a consistent and very high fatkata speed
D.) To connect to IBM mainframes

The correct answer(s): B
IDSN supports high speed voice, data and videasadjood choice for
many small businesses.

367. Which protocol will send a message to roufeashetwork outage or
congestion occurs?

A.) ARP

B.) TCP

C)IP

D.) ICMP

The correct answer(s): D

Internet Control Message Protocol - ICMP is a managnt protocol and
messaging service provider for IP. Its messagesared as IP
datagrams.

ICMP is used in the following events:
Destination Unreachable - If a router cannot sentPgpacket any
further, it uses an ICMP echo to send a messadetbdbe sender

notifying it that the remote node is unreachable.

Buffer Full - If a routers memory buffer is full MP will send out a
message to the originator.

Hops - Each IP datagram is assigned a path. Thsists of hops. If it
goes through the maximum number of hops, the paskiscarded and the
discarding router sends an ICMP echo to the host.

Ping - Ping use ICMP echo message to check conitgcti



368. What are the 2 functions of the Data Link N&@ae@r?

A.) Handles access to shared media

B.) Manages protocol access to the physical netwa@ium

C.) Provides SAPs for higher level protocols

D.) Allows multiple devices to uniquely identify eranother on the data
link layer

The correct answer(s): B D
These are the two primary functions of the MAC laye

369. Which layer is responsible for coordinatingnoounication between systems?
A.) Application

B.) Network

C.) Session

D.) Transport

E.) Physical

F.) Data Link

The correct answer(s): C

The Session layer performs the following: Respdadiy establishing and
maintaining communications channels. In practices, layer is often
combined with the Transport Layer. Dialog contretieeen devices or
nodes. Organizes the communication through simpilabt,and full duplex
modes. Deals with connection establishment, datester, and connection
release.

370. What is the default CDP broadcast updatefoat€isco routers?
A.) 120 seconds

B.) 60 seconds

C.) 30 seconds

D.) 90 seconds

The correct answer(s): B

Cisco Discovery Protocol is a proprietary protawodllow you to access
configuration information on other routers and stvis with a single
command. It uses SNAP at the Data-Link Layer. Biadk CDP sends out a
broadcast every 60 seconds and it holds this irdtion for 180 seconds.
CDP is enabled by default.

371. You need to come up with a TCP/IP addressihgrae for your company. How



many network IDs must you allow for when you define subnet mask for
the network?

A.) One for each WAN link

B.) One for each router interface

C.) One for each NIC installed in each client

D.) One for each subnet with hosts

E.) One for each host ID

The correct answer(s): AD

When determining Network Ids, you need to take adoount each Subnet
and Each WAN link you will have. Add these numbgpsand you will find
the answer to which Network ID you can use.

372. What is the protocol number for UDP?
A) 6

B.) 17

C.) 25

D.) 21

The correct answer(s): B

User Datagram Protocol - UDP is a connectionlesnted transport
protocol for use when the upper layers providereroovery and
reliability. UDP does not sequence data or re-abteminto any order
after transmission. This protocol uses Port 17.

373. What is the default LMI type?
A.) Cisco

B.) ANSI

C.) IETF

D.) Q933a

The correct answer(s): A

Local Management Interface (LMI) was developed98Q. LMI messages
provide information about the current DLCI valus global or local
significance of the DLCI value, and the statusidisal circuits.

There are three types of LMI standards:

ANSI - Annex D defined by ANSI standard T1.617
ITU-T (Q.933A) - Annex A defined by Q933A
Cisco (default) - LMI defined by the gang of four

374. You have two Cisco routers setup back-to-baeklab using DTE/DCE
cables. To which router would you add the clockcaexmand?



A.) The serial port on the DCE router
B.) The Ethernet port on the DTE router
C.) The Ethernet port on the DCE router
D.) The serial port on the DTE router

The correct answer(s): A

In order to connect routers back-to-back, a cleatk must be set on the
router with the DCE cable. This will provide thecking usually

performed by a DSU/CSU. It is recommended thatrelwalth statement be
added to the interface because some routing prigtasuch as IGRP, use
this to make routing decisions.

375. How does a switch use store and forward?

A.) By using a Class | repeater in a collision doma

B.) The LAN switch copies the entire frame intoatsboard buffers and
then looks up the destination address in its fotvay, or switching,
table and determines the outgoing interface

C.) By using broadcast addresses as source adsliresse

D.) The switch waits only for the header to be nes# before it checks
the destination address and starts forwarding slo&gis

The correct answer(s): B

Store-and-Forward switching copies the entire fram@its buffer and
computes the CRC. If a CRC error is detected, thraé is discarded, or

if the frame is a runt (less than 64 bytes inclgdime CRC) or a giant

(more than 1518 bytes including the CRC). The LAWtch then looks up the
destination address in its switching table andrdatees the outgoing
interface. The frame is then forwarded to the omtgyinterface. Cisco
Catalyst 5000 switches uses the Store-and-Forwattad. The problem with
Store-and-Forward switching is latency is increagatiency also varies

with the size of the frame. The larger the frarhe,more latency

associated. This of course is due to the facttheaentire frame is

copied into its buffer before being forwarded.

376. Which of the following are valid WAN terms?
A.) DTE

B.) DCE

C.) Demarc

D.) CPE

The correct answer(s): ABCD
All of the above are valid WAN terms.



377. Which two describe frame tagging?

A.) Examines particular info about each frame

B.) A unique ID placed in the header of each framé traverses the
switch fabric

C.) A user- assigned ID defined to each frame

D.) The building of filter tables

The correct answer(s): B C

Frame identification (frame tagging) uniquely assi@ user-defined ID to
each frame. This technique was chosen by the |E&iflards group because
of its scalability.

In this approach, a unique user-defined identifgrlaced in the header
of each frame as it's forwarded throughout thegdwidbric. The
identifier is understood and examined by each $wpttor to any
broadcasts or transmissions to switch ports ofrattwtches, router, or
end-station devices. When the frame exits the &wébric, the switch
removes the identifier before the frame is transadito the target
end-station.

The following points summarize frame tagging:

Used by Catalyst 3000 and 5000 series switches

Specifically developed for multi-VLAN, inter-switofommunication
Places a unique identifier in the header of eaamé

Functions at layer 2

Requires little processing or administrative ovexhe

378. An ISDN BRI circuit can be described as whotlhe following?
A.) 3B channels

B.) 2-64Kbps B channels and 1-16Kbps D channel

C.) none of the above

D.) 2-64Kbps B channels and 1-16Kbps C channel

The correct answer(s): B

There are two types of ISDN Channels :

BRI (Basic Rate Interface) - is 2 64Kbps B chanfi@islata and one

16Kbps D channel for link management.

PRI (Primary Rate Interface) - is 23Kbps B chaniaeld 1 64Kbps D channel.

379. The two sublayers of the IEEE Data Link Lager which of the following?
A.) Link and Logical Control

B.) Data Link and LLC

C.) Logical Link Control and Media Access Control

D.) Data Link and MAC



The correct answer(s): C

Logical Link Control Sublayer - Acts as a managmdfer between the
upper layers and the lower layers. Uses Sourceceefccess Points
(SSAPs) and Destination Service Access Points (B3#&dPhelp the lower
layers talk to the Network Layer.

Media Access Control (MAC) -The MAC sublayer mamageotocol access to
the physical network medium. The IEEE MAC speciima defines MAC
addresses, which allow multiple devices to uniquedyntify one another

at the data link layer.

380. The -- terminal no editing -- command will feem what function?
A.) Edit the contents of NVRAM

B.) Allows access to the terminal port

C.) Stops the advanced editing feature

D.) Enable password functions

The correct answer(s): C
The command to disable advanced editing featuRaster(config)#
terminal no editing

381. Which two of the following are valid ways tave multiple encapsulation
types on a single interface?

A.) This is not possible

B.) subinterfaces

C.) additional physical interfaces

D.) secondary addresses

The correct answer(s): B D

Cisco routers do not allow multiple encapsulatigres on a single
interface. Therefore, it is necessary to createe Secondary
Network, or a Subinterface and assign a new entajsutype.

382. Which 3 statements describe default encapsualand LMI type
configuration?

A.) There are only four encapsulations and 3 LMetypptions

B.) The LMI type config term options

C.) In release 11.3 the LMI type is autosensed

D.) The default LMl is Cisco

E.) IETF encap must be configured unless the camgeouters are both
cisco



The correct answer(s): CD E
The above 3 statements best describe default emetipa and LMI type
configuration for Cisco routers.

383. Which can be true regarding VLANS?
A.) They are created by location

B.) They are created by function

C.) They are created by department

D.) They are created by group

The correct answer(s): ABCD

A Virtual LAN (VLAN) is a switched network that iegically segmented by
communities of interest without regard to the pbgklocation of the

users. Each port on the switch can belong to a VLRdts in a VLAN share
broadcasts. A VLAN looks like, and is treated likis, own subnet.

The benefits of VLANS are as follows:

Simplify moves, adds, and changes

Reduce administrative costs

Have better control of broadcasts

Tighten network security

Microsegment with scalability

Distribute traffic load

Relocate server into secured locations

384. What is true when using DDR?

A.) HDLC is the preferred encapsulation
B.) You must use static routing

C.) You should use dynamic routing

D.) You should use ISDN

The correct answer(s): B
When using Dial Demand Routing (DDR), static routesst be specified in
order to route packets.

385. If you are running Token Ring with Novell IR&uting, which encapsulation
should you use?

A.) SAP

B.) SNAP

C.) 802.5

D.) 802.2

The correct answer(s): B



Token Ring with Novell IPX routing uses the SNABtacol, not 802.5.

386. What are the 3 ways routers learn paths tindéien networks?
A.) Dynamic

B.) Static

C.) Routing tables

D.) Default

The correct answer(s): AB D

There are three methods in which routers can leatims to destination
networks, they are:

1) Static - The administrator manually enters thées.

2) Dynamic - A routing protocol is used.

3) Default - A gateway of last resort is set.

387. Bridges work at what layer of the OSI model?
A.) Data Link

B.) Network

C.) Physical

D.) Application

The correct answer(s): A
Bridges work at Layer 2 (Data Link) because thegmeixe the MAC address
of the packet which they base decisions upon.

388. What is the default switching method for thecG 5000 series?
A.) Cut-through

B.) Store-and-splice

C.) Latency

D.) Store-and-forward

The correct answer(s): D

Store-and-Forward switching copies the entire fram@its buffer and
computes the CRC. If a CRC error is detected, thr@é is discarded, or

if the frame is a runt (less than 64 bytes inclgdime CRC) or a giant

(more than 1518 bytes including the CRC). The LANtch then looks up the
destination address in its switching table andrdatees the outgoing
interface. The frame is then forwarded to the outganterface. Cisco
Catalyst 5000 switches uses the Store-and-Forwatbad. The problem with
Store-and-Forward switching is latency is increasadency also varies

with the size of the frame. The larger the frarhe,more latency



associated. This of course is due to the facttieentire frame is
copied into its buffer before being forwarded.

389. The benefits to segmenting with Bridges arelwbf the following?
A.) Scalability

B.) Datagram filtering

C.) Manageability

D.) Reliability

The correct answer(s): ACD
Manageability, reliability and scalability are binefits to segmenting
with bridges.

390. What is the administrative distance for IGRP?
A.) 90

B.) 120

C.) 110

D.) 100

The correct answer(s): D

IGRP is a distance vector routing protocol desigmg&isco. The maximum
hop count is 255, and it uses a combination ofaldes to determine a
composite metric. IGRP has an administrative dcstaof 100.

391. On an ISDN BRI interface, the control changaehe 'D' channel. What is
the rate of this channel?

A.) 64 Kbps

B.) 1.544 Mbps

C.) 128 Kbps

D.) 2.048 Mbps

E.) 16 Kbps

The correct answer(s): E

Sybex CCNA Study Guide: Chapter 11, page 413
16K for the D channel (control)

64K for the two B channels (data)

392. MIDI and MPEG are examples of what layer ef @SI seven layer model?
A.) Session

B.) Network

C.) Datalink

D.) Transport



E.) Application
F.) Presentation

The correct answer(s): F

Sybex CCNA Study Guide: Chapter 1, page 17-18

The OSI Presentation layer includes EBCIDIC, AS@ICT, GIF, MIDI, and
MPEG.

Encryption can also occur at this layer.

393. Which ISDN specification series deals with Gepts and Terminology?
A.) World Series

B.) I- Series

C.) Q-Series

D.) 911-Series

E.) J-Series

F.) F-Series

The correct answer(s): B

Sybex CCNA Study Guide: Chapter 11, page 413
The 2 most important ISDN specifications are Q & I
Q - Call setup and teardown.

| - Concepts and terminology.

394. Which of the following is an example of theyBal Layer?
A.) SQL

B.) IP

C.) LLC

D.) DDP

E.) Ethernet

The correct answer(s): E
Sybex CCNA Study Guide: Chapter 1, page 34
FDDI, Token Ring and Ethernet are all physical tdfyaming standards.

395. In regards to the ISDN BRI standard, whichncighis used for control?
A)B

B.)D

C)E

D.)I

E.)Q

The correct answer(s): B
Sybex CCNA Study Guide: Chapter 11, page 413
B is Bearer for Data (2 channels at 64kb each).



D is for Control (16kb).

396. Which protocol resolves an IP address to a MAdress?
A.) DHCP

B.) RARP

C.) ARP

D.) NBP

E.) DNS

The correct answer(s): C

Sybex CCNA Study Guide: Chapter 3, page 93

The Address Resolution Protocol (ARP) sends oubadrast to determine
the MAC address from the IP address.

397. Which of the following is an example of thetiMerk Layer?
A.) TCP

B.) IP

C.) SQL

D.) Token Ring

E.) LLC

The correct answer(s): B

Sybex CCNA Study Guide: Chapter 1, page 25-29

Most protocol suites have differnet OSI layer poatis within them. At
layer 3,

IP is for TCP/IP. TCP is layer 4.

IPX is for IPX/SPX. SPX is layer 4.

DDP is for Appletalk

398. The Internet Control Message Protocol occuvghat layer of the seven
layer model?

A.) Physical

B.) Transport

C.) Session

D.) Datalink

E.) Presentation

F.) Network

The correct answer(s): F

Sybex CCNA Study Guide: Chapter 3, page 94-95

ICMP is used for error handling and testing at f&8/ePing and
traceroute are examples of ICMP.



399. Which of the following are examples of the st@s Layer?
A)IP

B.) Netbios Names

C.) NFS

D.) Token Ring

E.) SQL

F.) TCP

The correct answer(s): BCE
Sybex CCNA Study Guide: Chapter 1, page 18-20
Session layer examples include Netbios Names, SIB5, X Windows, and RPC.

400. What is the regional telco office called, wehtre customers local loop
terminates?

A.) Demarc

B.) DTE

C.) DCE

D.) CO

E.) CPE

The correct answer(s): D

Sybex CCNA Study Guide: Chapter 11, page 389

The Central Office (CO) is the Telephone Comparslc¢d) location nearest
you.

401. What is the default LMI type for Cisco Routtrat are using Frame-Relay?
A.) Gandalf5

B.) Q933A

C.) Cisco

D.) IETF

E.) ARPA

F.) SAP

The correct answer(s): C
Sybex CCNA Study Guide: Chapter 11, page 404
Local Management Interface (LMI) types are CischiSA and Q933A.

402. Most routing protocols recognize that it isereuseful to send
information about a route back out the directianfrwhich the original
packet came. This is an example of which routictrielogy?

A.) Split Horizon

B.) LMI



C.) Triggered Updates
D.) Poison Reverse
E.) SYN, ACK

F.) DLCI

The correct answer(s): A

Sybex CCNA Study Guide: Chapter 7, page 218-219

The golden rule of Split Horizon: Do not send apgate packet back out
the same interface that it was received or leafreed. Poison Reverse is
typically used on larger networks, where a moraesgjve routing loop
solution is required.

403. Which layer of the 7 layer model is resporesibl representing the
application information between 2 different OS'e? &xample, converting
ASCII to EBCIDIC.

A.) Transport

B.) Application

C.) Physical

D.) Session

E.) Presentation

F.) Network

The correct answer(s): E

Sybex CCNA Study Guide: Chapter 1, page 17

The OSI Presentation layer formats the data, winicludes encryption
services.

404. Which type of switching reads in the entiaarie before forwarding it?
A.) Tabling

B.) Store-and-Forward

C.) Inverse ARP

D.) Fast Forward

E.) Cut-Through

F.) Routing

The correct answer(s): B

Sybex CCNA Study Guide: Chapter 2, page 61-62

Store-and-Forward is slower, but it checks the &dan errors before
forwarding. This can actually help to improve ovlenatwork performance
on noisy lines.

405. Which OSI Reference Layer is concerned with patermination?
A.) Datalink



B.) Physical
C.) Network
D.) Transport
E.) Session

The correct answer(s): C
Sybex CCNA Study Guide: Chapter 1, page 20-25
The Network layer is where routing occurs.

406. Which of the following are examples of the &iak Layer?
A.) LLC

B.) SQL

C.) TCP

D.) Token Ring

E.)IP

The correct answer(s): A
Sybex CCNA Study Guide: Chapter 1, page 29-34
MAC and LLC are the sublayers of the Datalink layer

407. What is the standard ISDN term for a non-magimalog telephone?
A) TEl

B.) TA

C.) LE

D.) TE2

E)ET

The correct answer(s): D

Sybex CCNA Study Guide: Chapter 11, page 412-413

Terminal Equipment 2 (TE2) does not support natdiiggtal ISDN. The
analog device will require an external analog tptdl converter.

408. Which Distance Vector characteristic can hbelppeed up convergence?
A.) Triggered Updates.

B.) Split Horizon.

C.) Poison Reverse.

D.) Hold Down timers.

E.) Inverse ARP.

The correct answer(s): A

Sybex CCNA Study Guide: Chapter 7, page 218-219

Instead of waiting on a pre-set periodic intenafore sending the
routing table), DV routing protocols can send taggd updates to



immediately notify the neighbor routers. Hold dotimers, Poison Reverse,
and Split Horizon are features that are used tadavmting loops.

409. Which type of switching is considered to bieevgpeed?"
A.) Cut-Through

B.) Multiplexed

C.) Inverted

D.) Layer 4

E.) Store and Forward

F.) Layer 3

The correct answer(s): A

Sybex CCNA Study Guide: Chapter 2, page 61-62

Cut-Through is the fastest mode of switching. Storé Forward reads in
the entire frame, confirms the frame is valid, #meh forwards the frame
onto the wire. Cut-Through only checks the desiomalheader in the frame
and immediately forwards the frame onto the wirghewut checking the
frame to be valid. Layer-3 switching is actuallytiog.

410. The Datalink layer works with which of theléing:
A.) Packets

B.) Bits

C.) Globules

D.) Frames

E.) Segments

The correct answer(s): D

Sybex CCNA Study Guide: Chapter 1, page 29-33
Physical - bits

Datalink - frames

Network - packets

411. What is a characteristic of Store and Forveantiches?

A.) They forward the frame before it is completsdad.

B.) They work at wire speed.

C.) They are the same a Cut-Through switching.

D.) They read the entire frame and check CRC bdtomarding.
E.) They decrease latency.

The correct answer(s): D

Sybex CCNA Study Guide: Chapter 2, page 61-62

Store and Forward switch will not forward fragments

The longer the frame, the longer the delay (latgbeyore the switch can
forward.



412. Station A is transmitting data to station Bg &xpects an acknowledgment
after every 400 bytes. After trasmitting data favlale, the two
stations determine the line is reliable and chaogepecting and
acknowledgement every 600 bytes.

This is an example of (pick the best answer only):

A.) BECN

B.) Sliding Windows

C.) Poison Reverse

D.) Countdown timers

E.) Split Horizon

F.) Count to infinity

The correct answer(s): B

A TCP/IP 'window' is the amount of data (hnumbebwties) that the sending
station will trasmit before expecting an acknowlehgnt back.

If the stations can change that window size orflihehat is called a

sliding window. This is done to optimize performanc

413. Which device listed below provides clockingtiee line?
A.) DCE

B.) CPE

C.)CO

D.) DTE

E.) Demarc

The correct answer(s): A

The Data Circuit-terminating Equipment (DCE) ispessible for providing
the clocking on the wire.

HINT: When You see the 'C" in 'DCE’, think 'Cloain.

414. Which OSI Reference Layer controls applicatoapplication
communication?

A.) Datalink

B.) Network

C.) Transport

D.) Session

E.) Physical

The correct answer(s): D

Sybex CCNA Study Guide: Chapter 1, page 16

The Session layer controls a conversation betwpplications.
The Transport layer controls communications betwessis.



415. The Datalink Layer is broken down into 2 layén C and MAC. The LLC
establishes media independence and what else?

A.) Provides Windowing.

B.) Provides flow control.

C.) Provides SAP's (Service Access Points).

D.) The Datalink layer does not have sublayers.

E.) Provides SAP's (Service Advertising Protocol).

F.) RIP Updates.

The correct answer(s): B C

Sybex CCNA Study Guide: Chapter 1, page 30-31

OSl layer-2 SAP allows the upper layers to encateuhultiple layer 3
protocols.

IPX SAP is a protocol used to advertise NetWareises every 60 seconds.

416. When a Distance Vector routing protocol detétat a connected network
has gone down, it sends out a special routing epoiatket, telling all

directly connected routers that the distance taltred network is

infinity. This is an example of which routing tediogy?

A.) ICMP.

B.) Only Link State routing protocols have thisaifigence.

C.) Triggered updates.

D.) Garrison-4.

E.) Split Horizon.

F.) Poison Reverse.

The correct answer(s): F

Sybex CCNA Study Guide: Chapter 7, page 218-219

Instead of just removing the route from the routipglate, Poison Reverse
sets the distance to 'infinity’ (for IP RIP thisaiiop count of 16).

This immediately makes the route invalid for aligidvoring routers.

417. Which of the following would be displayed lmwetcommand 'SHOW CDP
NEIGHBOR DETAIL"?

A.) The incoming/outgoing port.

B.) The hardware platform.

C.) One address per protocol.

D.) Amount of Flash Memory Available

E.) The routers hostname.

F.) The subnet mask, if IP is configured.



The correct answer(s): ABCE

Sybex CCNA Study Guide: Chapter 8, page 294

CDP shows a lot of the same info that 'show vetsloas locally, but
FLASH memory is not part of it. The 'detail’ keywas optional, but even
when used, IP subnet mask information is not dyguldoy CDP for IP
interfaces.

418. Which of the following are characteristicdidP?
A.) UDP is connection oriented.

B.) UDP is used with TFTP.

C.) UDP is unreliable.

D.) UDP is connectionless.

E.) UDP is at the transport layer.

F.) UDP uses no acknowledgements.

The correct answer(s): BCDEF

Sybex CCNA Study Guide: Chapter 3, page 84-90

UDP sends packets 'blind' down the network, ands@n upper-layer
protocols to form connections and detect errord? TCa
connection-oriented procotol that can provide é&aransport.

419. What is a characteristic of Store and Forvgariiches?

A.) They work at wire speed.

B.) They are the same as Cut-Through switchingrime' mode.
C.) They forward based on transport layer info.

D.) They forward the frame before it is completedgd.

E.) They increase latency.

The correct answer(s): E

Sybex CCNA Study Guide: Chapter 2, page 61-62

Store and froward will not forward fragments. Thader the packet, the
longer the delay (latency) in the switch. Thereassuch thing as

‘prune’ mode.

420. The Internet Protocol (IP) occurs at what tafe¢he seven layer model?
A.) Physical

B.) Presentation

C.) Network

D.) Datalink

E.) Session

F.) Transport

The correct answer(s): C



Sybex CCNA Study Guide: Chapter 3, page 91-92
IP is a routed protocol that occurs at layer 3.eDthyer 3 protocols
include IPX, APPLETALK, and DECNET.

421. In regards to TCP/IP, which class of addréesva for the fewest valid
Internet hosts?

A)D

B.) E

C.) Classes are not used in TCP/IP.

D.)B

E.)C

F.)A

The correct answer(s): E
Class A = 16.7 million hosts
Class B = 65,534 hosts
Class C = 254 hosts

422. For IPX, what is the DEFAULT Cisco Encapsuaaton an Ethernet interface?
A.) novell-ether

B.) gns

C.) snap

D.) arpa

E.) sap

F.) dix

The correct answer(s): A

Sybex CCNA Study Guide: Chapter 9, page 334

At the time when Cisco first supported IPX, Noviether (Novell
proprietary 802.3 'raw’) was the default frame tigrdNetWare 2.x and
3.x file servers. Now, Novell has changed theiadéfframe type to
802.2 (which is really IEEE 802.3 Ethernet, with@.B02.2 headers).

423. Novell NetWare has an Ethernet frame typeeddtthernet_II. What is the
matching Cisco command line keyword for this enoégigon method?

A.) dix

B.) sap

C.) arpa

D.) gns

E.) snap

F.) novell-ether

The correct answer(s): C
Sybex CCNA Study Guide: Chapter 9, page 334-335



Novell 802.2 = sap (contains 802.2 LLC headers)
Novell 802.3 = novell-ether (NetWare proprietary)
Ethernet_II = arpa (the Internet standard)

snap = snap (field type set to '‘AA")

424. There are 2 types of PPP authentication stggbby the Cisco I0S. What
are they?

A.) PAP

B.) PREDICTOR

C.) MD5

D.) CHAP

E.) STACKER

F.) MSCHAP

The correct answer(s): A D

Sybex CCNA Study Guide: Chapter 11, page 410
Router(config-if)#ppp authentication ?

chap Challenge Handshake Authentication ProtocHIAR)
pap Password Authentication Protocol (PAP)

425. Which of the following are examples of therigport Layer?
A.) Token Ring

B.) UDP

C.) TCP

D) IP

E.) SQL

F.) LLC

The correct answer(s): B C

Sybex CCNA Study Guide: Chapter 1, page 20-25
TCP is connection oriented.

UDP is connectionless.

426. Which of the following describe SMTP?
A.) Used for downloading files to the router.
B.) Used for sending e-mail.

C.) Uses TCP.

D.) Uses UDP.

E.) Uses port 25.

F.) Used for managing IP devices.

The correct answer(s): BCE
Send / Simple (depending on literature) Mail Tramsprotocol (SMTP) is



used for delivering mail to other mail serveraudes port 25, and
relies on TCP.

POP 3 (Post Office Protocol versio 3) is used &rieving mail from
mail servers to clients.

427. What is the standard ISDN term for a natiM@NSnodem?
A)ET

B.) LE

C.) TE2

D.) TE3

E.) TA

The correct answer(s): E

Sybex CCNA Study Guide: Chapter 11, page 412-413

The marketing term 'ISDN modem' was created to kelithe ISDN idea to
America. There is no such thing as an analog moaiutlemodulator for
digital ISDN. The Terminal Adapter (TA) allows yoniconnect a PC to a
digital ISDN line directly. In the real world, ISDN digital, modems are
analog.

428. Which of the following are Transport layer tmals?
A.) UDP

B.) TCP

C.) NBP

D.)IP

E.) SPX

The correct answer(s): ABCE

Sybex CCNA Study Guide: Chapter 3, page 84-90

TCP (Transmission Control Protocol) and UDP araluseTCP/IP.
SPX (Sequenced Packet Exchange) is used with IPX.

NBP (Name Binding Protocol) is used with Appletalk.

429. When determining whether or not to route a Lsggment, which rule of
thumb do you use?

A.) 60/40

B.) 50/50

C.) 80/20

D.) 90/10

E.) 70/30

The correct answer(s): E
Sybex CCNA Study Guide: Chapter 2, page 55



The industry standard rule is 80/20, which mear¥ &ftal, 20% over the
router.

However, according to Cisco's online documentatioa,answer is 70/30.
This makes sense, considering more and more tiaf§tarting to go from
the desktop to an ulimate destination outsidedhballare network, such
as the Internet.

430. Which of the following are examples of the st@s Layer?
A) TCP

B.) LLC

C.) SQL

D.) NFS

E.) Token Ring

The correct answer(s): CD
Sybex CCNA Study Guide: Chapter 1, page 18-20
Session layer examples include Netbios Names, 885, X Windows, and RPC.

431. Which layer of the 7 layer model provides &&y to the Application
layer over the Session layer connection?

A.) Transport

B.) Application

C.) Session

D.) Network

E.) Datalink

F.) Presentation

The correct answer(s): F

Sybex CCNA Study Guide: Chapter 1, page 18-19

The OSI Presentation layer is sandwiched betwesAgplication and
Session layers.

432. What type of switching creates variable layethcough the switch?
A.) Cut-Through

B.) Inverted

C.) Layer 4

D.) Multiplexed

E.) Store and Forward

The correct answer(s): E

Sybex CCNA Study Guide: Chapter 2, page 61-62

DEFINITION: Latency = Delay.

Because a store and forward switch reads the wtaiee before forwarding,



a larger frame takes longer than a shorter frame.

433. The network portion of an address typicaljyresents a:
A.) Router

B.) Ethernet MAC address.

C.) Computer

D.) Host

E.) Segment

The correct answer(s): E
Sybex CCNA Study Guide: Chapter 4, page 119-121
Every network segment is represented by a netwoskilonetwork address.

434. The Physical layer works with which of thddaling:
A.) Segments

B.) Globules

C.) Packets

D.) Bits

E.) Frames

The correct answer(s): D

Sybex CCNA Study Guide: Chapter 1, page 34
Physical - bits

Datalink - frames

Network - packets

435. Which of the following is an example of thetiMerk Layer?
A)LLC

B.) SQL

C.) Token Ring

D.) IPX

E.) SPX

The correct answer(s): D

Sybex CCNA Study Guide: Chapter 1, page 25-29

Most protocol suites have differnet OSI layer poatis within them. At
layer 3,

IP is for TCP/IP. TCP is layer 4.

IPX is for IPX/SPX. SPX is layer 4.

DDP is for Appletalk

436. When setting up a frame-relay network betwae@isco router and a
non-Cisco router, what encapsulation type shoulduyse?



A.) SAP
B.) CISCO
C.) IANA
D.) Apollo
E.) IETF
F.) Q933A

The correct answer(s): E

Sybex CCNA Study Guide: Chapter 11, page 403

The Internet Engineering Task Force (IETF) encagisan method is the
standard encapsulation type for Frame Relay. Gmgters default to the
CISCO encapsulation method, because it was crbafede there was a
standard.

437. A user device that connects to a DCE musthiehnof the following?
A.) DTE

B.) CPE

C.) Demarc

D.) DCE

E.) CO

The correct answer(s): A

Sybex CCNA Study Guide: Chapter 11, page 389
DTE's are the router side, and receive clocking.
DCE's are the DSU/CSU side, and provide clocking.
It may or may not be Customer Premises equipment.

438. What does the parameter -- LOG -- do on andeeess list?

A.) The log keyword is not a valid option.

B.) Read the LOG to figure out what traffic to deny

C.) Logs the creation of the access list.

D.) Logs IPX access control list violations wherreagacket matches a
particular access list entry.

E.) Ensures the IPX protocol places a log in thepface.

The correct answer(s): D

Sybex CCNA Study Guide: Chapter 10, page 374
Router(config)#access-list 900 deny any ?

log Log matches against this entry

439. Given the global configuration commands:
‘banner motd # Hello #'
When would the message be displayed?



A.) The message of the day banner shows up bedgne. |

B.) The message of the day banner shows up duwgujfl

C.) These commands are not the right syntax for MOT

D.) Message of the day banners are displayed upkanieg global config
mode.

E.) Message of the day banners are not possible.

F.) The message of the day would be, 'Hello #

The correct answer(s): A

Sybex CCNA Study Guide: Chapter 5, page 166

Message of the day banners are displayed wherr dogseon to the
router. In the example above, the '#' is the undgleniting
(terminating) character. In this way, banners cavelmultiple lines,
terminated not by hitting <ENTER>, but rather bg tthosen (unique)
delimiting character.

440. Which ISDN specification deals with call Searm Teardown?
A.) Q-Series

B.) J-Series

C.) I- Series

D.) World Series

E.) F-Series

The correct answer(s): A

Sybex CCNA Study Guide: Chapter 11, page 413
The 2 most important ISDN specifications are Q & I:
Q = Call setup and teardown.

| = Concepts and terminology.

441. All equipment located at the customers sitalked:
A.) CPE

B.) CO

C.) DCE

D.) Demarc

E.) DTE

The correct answer(s): A
Sybex CCNA Study Guide: Chapter 11, page 389
CPE - Customer Premise Equipment

442. Which layer allows multiple Ethernet devicesihiquely identify one
another on the Datalink layer?

A.) Transport

B.) Session



C.) Network
D.) Datalink - MAC Sublayer
E.) Datalink - LLC Sublayer

The correct answer(s): D

Sybex CCNA Study Guide: Chapter 1, page 29-33

Ethernet MAC addresses are 48 bits long, and peoidnique hardware
identifier.

443. Which of the following are examples of ICMP?
A.) Traceroute

B.) Web Browsing

C.) Ping

D.) Telnet

E.) Destination Unreachable message from a router
F.) Inverse Tunnels

The correct answer(s): ACE

Ping and Traceroute are used by ICMP for Testing.

Destination Unreachable messages are generatedooyea when it does
not have a route to the network.

444. Novell NetWare has an Ethernet frame typeeddithernet SNAP. What is
the matching Cisco command line keyword for thisagrsulation method?

A.) arpa

B.) sap

C.) snap

D.) gns

E.) dix

F.) novell-ether

The correct answer(s): C

Sybex CCNA Study Guide: Chapter 9, page 334-335
Novell 802.2 = sap (contains 802.2 LLC headers)
Novell 802.3 = novell-ether (NetWare proprietary)
Ethernet_II = arpa (the Internet standard)

shap = snap (field type set to 'AA")

445. Given the Novell IPX address 1aceb0b.0000.3455 which part is the
network portion of the address?

A.) 0000

B.)1

C.) 3456

D.) 1lace



E.) 0000.0c12.3456
F.) lacebOb

The correct answer(s): F

Sybex CCNA Study Guide: Chapter 9, page 329

IPX addresses are 80 bits total: The first seatidite address is the
network portion, the last 3 groups of numbers heehiost.

446. In version 11.3 of the I0S, a Cisco routerfigumed for frame-relay can
automatically detect the LMI type. What is this Wmoas?

A.) Psychic

B.) ESP

C.) Inverse ARP

D.) Hello

E.) Reverse ARP

F.) Autosense

The correct answer(s): F

Sybex CCNA Study Guide: Chapter 11, page 404

Autosense allows the router to determine which Ity the frame relay
switch is using. Options include CISCO, ANSI, an@B33A.

447. What type of Ethernet operation allows onlg entity to transmit at a
time? For example, if someone else is transmittimgy must wait.

A.) Full-Duplex

B.) Dual-Duplex

C.) Half-Duplex

D.) Latex

E.) Quarter-Duplex

F.) Suplex

The correct answer(s): C

Sybex CCNA Study Guide: Chatper 2, page 65

Half-Duplex is like a one-lane bridge. If one cauigbing over the
bridge, all other cars must wait on the other Siefore crossing.

448. Which of the following are examples of the Aggttion Layer?
A)LLC

B.) Token Ring

C.) Spreadsheet

D.) TCP

E)IP

F.) Word Processor



The correct answer(s): C F
Sybex CCNA Study Guide: Chapter 1, page 16-17
Pretty much any end-user program is an exampleeoApplication Layer.

449. Which technologies listed below help prevesttiwork loops in a switched
(bridged) environment?

A.) Store-and-Forward

B.) IEEE 802.1d

C.) Diijstra Algorithm

D.) Cut-Through

E.) Spanning Tree Protocol

F.) Routing

The correct answer(s): B E

Sybex CCNA Study Guide: Chapter 2, page 62-63

The Spanning Tree Protocol (STP) eliminates logpgi®abling the port(s)
that are causing the briding loop. This is als¢echputting a port into
'blocking’ mode. The industry standard for STREEE 802.1d

450. Which OSI Reference Layer controls end-to{#odt to host) communication?
A.) Transport

B.) Physical

C.) Datalink

D.) Network

E.) Session

The correct answer(s): A

Sybex CCNA Study Guide: Chapter 1, page 20-25

The Session layer controls a conversation betwpplications.
The Transport layer controls communications betwessts.

451. What is the first step in data encapsulation?

A.) User information is converted into data.

B.) Frames are put into bits.

C.) Data is converted into segments.

D.) Segments are converted into datagrams and {sacke
E.) Packets are put into logical frame.

The correct answer(s): A

The Five steps to data encapsulation (IN ORDER):
1) User information is converted into data.

2) Data is converted into segments.



3) Segments are converted into datagrams and gacket
4) Packets are put into logical frame.
5) Frames are put into bits.

452. We know that TCP provides connection oriesegtices, what else does it
provide?

A.) FECN & BECN

B.) Path discovery.

C.) Flow control and error checking.

D.) Name resolution.

E.) File manipulation.

The correct answer(s): C

Sybex CCNA Study Guide: Chapter 1, page 20-25

The transmission control protocol uses acknowledgemand windowing to
handle flow control and error checking.

453. With distance vector routing protocols, ihever useful to send the
same routing update packet back out the sameactethat it was
learned. This concept is called what?

A.) Holddown timers

B.) Poison Reverse

C.) Count to infinity

D.) Split Horizon

E.) Link State

The correct answer(s): D
Sybex CCNA Study Guide: Chapter 7, page 218-219
Split horizon is the concept of: 'Don't tell me whaust told you.'

454. Which of the following are ways to provideilogccess to a router?
A) HTTP

B.) Console

C.) Telnet

D.) Aux Port

E.) SNMP

F.) LLC

The correct answer(s): ABCD

Sybex CCNA Study Guide: Chapter 5, page 157

You can connect via Aux, Console, Telnet, or HT®R Cisco router.

SNMP can support Community (password protected) &&ITPUT commands, but
you can not issue a command line interface commaifdit.



455. What two types of PPP data compression atiableausing Cisco 10S?
A.) Predictor

B.) DoubleSpace

C.) Stacker

D.) PAP

E.) ZIP

F.) CHAP

The correct answer(s): A C
Stacker and predictor have similar compressiorsrate
Stacker uses more CPU, while predictor uses morg RA

456. In regards to the OSI seven-layer model, athwayer is EBCDIC and
ASCII?

A.) Presentation

B.) Application

C.) Transport

D.) Session

E.) Datalink

F.) Network

The correct answer(s): A

Sybex CCNA Study Guide: Chapter 1, page 17-18

The OSI Presentation layer includes EBCIDIC, ASe@ICT, GIF, MIDI, and
MPEG.

Encryption can also occur at this layer.

457. Which of the following are examples of therigport Layer?
A.) SQL

B.) UDP

C)IP

D.) LLC

E.) ARP

The correct answer(s): B

Sybex CCNA Study Guide: Chapter 1, page 20-25
TCP is connection oriented.

UDP is connectionless.

458. Given the global configuration command 'bammetd #7 Hello #', what do
the '# symbols represent?



A.) Escape sequence to exit the menu.

B.) Nothing, just part of the banner.

C.) Tic Tac Toe Macro.

D.) Delimiting Character

E.) Message border character.

F.) Number of times message to be displayed.

The correct answer(s): D

Sybex CCNA Study Guide: Chapter 5, page 166

Delimiting characters allow you to have a messagag more than one
line. You simply type as many lines as you wantlieg with the
delimiting (terminating) character.

459. There is a process in Frame-Relay where LBblves an IP address from a
DLCI number. What is this called?

A.) aarp

B.) inverse arp

C.)rarp

D.) automap

E.) reverse arp

F.) arp

The correct answer(s): B

Sybex CCNA Study Guide: Chapter 11, page 406-407

Inverse Arp maps the Local DLCI number to the reariBtaddress.
Inverse Arp is a function of LMI.

460. When setting up a WAN network, everything m&®f the Demarc is not
owned by the customer. Which of the following ao¢ owned by the
customer?

A.) The T1 line.

B.) LAN

C.) The Router

D.) DTE

E.) PC's

F.) CO

The correct answer(s): A F

Sybex CCNA Study Guide: Chapter 11, page 389

The Central Office is the where phone people work.

The Telco maintains ownership of its physical wariand leases their use
to their customers.



461. You want to segment a network. The networkimging SNA and Netbios.
Which device should NOT be used to segment theor&®v

A.) A store and forward switch.

B.) A router.

C.) A Catalyst 5000.

D.) A cut-through switch.

E.) A bridge.

The correct answer(s): B

Sybex CCNA Study Guide: Chapter 2, page 56-57

SNA and Netbios are non-routable, you should britigen.

The most correct answer for this question is 'Atenl

The purpose here is to recognize that Layer 2 padgacan not be routed.
However, there are ways to turn a non-routablegoatinto a routable
protocol via a protocol gatewatay, DLSW+, RSRB atiter technologies.

462. Name a major component of the Point-to-Paiatdeol (PPP) to negotiate
and set up control options on the WAN data link.

A.) RFC 1661

B.) High Level Datalink Protocol (HDLC)

C.) Challenge Handshake Authentication Protocol AeMH

D.) SS7

E.) Link Control Protocol (LCP)

The correct answer(s): E
LCP negotiates many of the PPP settings duringsealip.

463. Which of the following is an example of theyBbal Layer?
A.) SQL

B.) IP

C.) LLC

D.) Token Ring

E.) FDDI

F.) TCP

The correct answer(s): D E
Sybex CCNA Study Guide: Chapter 1, page 34
FDDI, Token Ring and Ethernet are all physical tdyaming standards.

464. Cisco's implementation of ISDN BRI has mutitpcol support, SNMP MIB
support, and what other features?

A.) Call waiting

B.) Compression



C.) ADSL

D.) 1.544 Mbps

E.) Call screening

F.) Negative 'G' support

The correct answer(s): B E

Sybex CCNA Study Guide: Chapter 11, page 413

Caller ID is part of ISDN and you can screen chdsed on it.
Cisco can compress with Stacker or Predictor.

465. The Network layer works with which of the @ling:
A.) Globules

B.) Bits

C.) Packets

D.) Segments

E.) Frames

The correct answer(s): C

Sybex CCNA Study Guide: Chapter 1, page 25-27
Physical - bits

Datalink - frames

Network - packets

466. An optional parameter on an IPX access i40&' parameter. This
records access-list violations when a packet matdMhat else does the
'LOG' option do?

A.) Records the number of times that a packet negtthe list.

B.) Return a message to user who is denied adocedsytlist.

C.) Notifies an SNMP Agent.

D.) Saves the log to NVRAM.

E.) Send an SNMP Trap.

The correct answer(s): A

Sybex CCNA Study Guide: Chapter 10, page 374

It will record to the log. By default a Cisco routegs to RAM and can
display the offense to the console, which is nobremended. It is
suggested that you log to a syslog server, forraser CPU impact.

467. Which is not a common problem with Distancestderouting?
A.) Slow convergence.

B.) Complex configuration.

C.) Routing loops.

D.) Periodic updates can slow convergence.

E.) Counting to infinity.



The correct answer(s): B

Sybex CCNA Study Guide: Chapter 7, page 215

Easy Config:

Router(config)#router rip

Router(config-router)#network 10.0.0.0

Router(config-router)#

That's it! (Remember that the network is followedthe CLASSFUL address.)

468. Which routing protocols uses connection-oadmbuting updates?
A) IGRP

B.) UDP

C.)RIP

D.)IP

E.) BGP

The correct answer(s): E

Sybex CCNA Study Guide: Chapter 7, page 228-229

BGP (Border Gateway Protocol) uses TCP to relidelyver its routing
updates.

469. At which layer of the OSI Reference Model dioldgges operate?
A.) Physcial

B.) Session

C.) Datalink

D.) Transport

E.) Network

The correct answer(s): C

Sybex CCNA Study Guide: Chapter 2, page 56-57

Bridges and switches work at layer 2 and forwaatres based on the MAC
address.

Repeaters work at the physical layer.

470. Where is the point between the customersasiiethe phone carrier that
responsibility changes?

A.) CO

B.) Demarc

C.) DCE

D.) DTE

E.) CPE

The correct answer(s): B



Sybex CCNA Study Guide: Chapter 11, page 389

The DEMARCATION POINT (Demarc) in North Americaligtween the customers
CSU/DSU and the Local Telco Office, because Amesaavn the DSU/CSU.
Elsewhere in the world, the Demarc is between thet& and the CSU/DSU,
because outside the USA the Telco owns the DSU/CSU.

471. Novell NetWare has an Ethernet frame typeeddiithernet_802.2. What is
the matching Cisco command line keyword for thisagrsulation method?

A.) gns

B.) arpa

C.) snap

D.) sap

E.) novell-ether

F.) dix

The correct answer(s): D

Sybex CCNA Study Guide: Chapter 9, page 334-335
Novell 802.2 = sap (contains 802.2 LLC headers)
Novell 802.3 = novell-ether (NetWare proprietary)
Ethernet_II = arpa (the Internet standard)

snap = snap (field type set to 'AA")

472. Which of the following is an example of theyBal Layer?
A.) TCP

B.) ARP

C)IP

D.) FDDI

E.) LLC

F.) Fast Ethernet

The correct answer(s): D F
Sybex CCNA Study Guide: Chapter 1, page 34
FDDI, Token Ring and Ethernet are all physical tdyaming standards.

473. Which of the following is true regarding starlISDN BRI service?
A.) ISDN BRI B channels are typically 64K.

B.) ISDN BRI can handle only voice.

C.) ISDN BRI can handle only data.

D.) ISDN BRI has 2B and 1D channels.

E.) ISDN BRI D channels are 16K.

F.) ISDN BRI can handle voice and data.

The correct answer(s): ADEF
2 64K B channels carry the data.



1 16K D channel is used for control.
Note: In certain parts of the world, it is possitilat the 'B' channels
are only 56k each instead of 64k each.

474. In distance-vector routing, there is a probkerown as the 'count to
infinity' problem. What is the most direct solutitmthis?

A.) Defining a Maximum.

B.) You can not solve the 'count to infinity' prebi with a distance
vector protocol.

C.) Poison Reverse.

D.) Triggered Updates.

E.) Split Horizon.

The correct answer(s): A

Sybex CCNA Study Guide: Chapter 7, page 218-219

The most direct solution to the count to infinityplem is to lower what
infinity is.

For RIP, the default maximum number of hops isltlakes a lot less
time to count to 16 than infinity.

475. Which of the following are examples of the Watk Layer?
A.) Token Ring

B.) LLC

C.) SQL

D.)IP

E.) TCP

F.) IPX

The correct answer(s): D F

Sybex CCNA Study Guide: Chapter 1, page 25-29

Other Network Layer protocols also include Appletahd DECnet. TCP is
considered to be at a higher Layer, because itiges\guaranteed data
delivery.

476. Which type of switching reads just the addpestion of the frame and
then immediately starts forwarding it?

A.) Cut-Through

B.) Store-and-Forward

C.) Tabling

D.) Routing

E.) Inverse ARP

F.) Fast Forward



The correct answer(s): A

Sybex CCNA Study Guide: Chapter 2, page 61-62

Cut-Through is fast, but it does not read the eriteime and perform any
error checking before forwarding. This can resulforwarding errors,
such as fragments.

477. Which feature of PPP (Point to Point Protoatiws the router to bind
multiple channels together, to form a single logad®nnel?

A.) multi-link ppp

B.) multi-channel ppp

C.) can't be done

D.) omni-ppp

E.) plp

The correct answer(s): A

Sybex CCNA Study Guide: Chapter 11, page 410

Multilink PPP binds separate physical lines inte ¢ogical line. This
feature is especially useful for ISDN BRI, whereuyare provided 2
different circuits at 64k each (so you can bindrhegether for 128k).

478. Which of the following are solutions to thelplems encountered with
Distance-Vector routing?

A.) Defining a Maximum

B.) Poison Reverse

C.) Triggered Updates

D.) Shortest path first algorithm.

E.) Split Horizon

The correct answer(s): ABCE

Sybex CCNA Study Guide: Chapter 7, page 218-219

The Shortest Path First (SPF) algorithm is useg with Link-State
protocols such as OSPF.

479. Classful routing protocols do not include setbmasks in their routing
updates. Which of the following routing protocots aonsidered classful?
A.) EIGRP

B.) OSPF

C.) TCP

D.) IGRP

E.) RIP

F.)IP

The correct answer(s): D E



Sybex CCNA Study Guide: Chapter 7, page 214

IGRP & RIP do NOT includes the subnet mask in thaiting updates.
OSPF & EIGRP are classless routing protocols andND@_UDE the subnet
mask in updates.

TCP and IP are not routing protocols.

480. What is the standard ISDN term for a nativieNSelephone?
A)ET

B.) TE1

C.) TE2

D.) LE

E.)TA

The correct answer(s): B

Sybex CCNA Study Guide: Chapter 11, page 412-413

Terminal Equipment 1 (TE1) understands what natigéal ISDN is, and
has built-in analog to digital converters.

481. PICT & JPEG are examples of what layer inQi$# seven layer model?
A.) Transport

B.) Presentation

C.) Application

D.) Datalink

E.) Network

F.) Session

The correct answer(s): B

Sybex CCNA Study Guide: Chapter 1, page 17-18

The OSI Presentation layer includes EBCIDIC, ASe@ICT, GIF, MIDI, and
MPEG.

Encryption can also occur at this layer.

482. Which of the following is an example of thesSlen Layer?
A.) TCP

B.) SQL

C)IP

D.) X-Windows

E.) Token Ring

F.) LLC

The correct answer(s): B D
Sybex CCNA Study Guide: Chapter 1, page 18-20
Netbios Names, SQL, NFS, X-Windows are examplab@®Session layer.



483. Which global configuration command will tdletrouter to load the 10S
file 'lOS_filename' from the Network File serverla®.3.4 during the

next boot?

A.) boot system flash IOS_filename 1.2.3.4

B.) boot system tftp IOS_filename 1.2.3.4

C.) config-register 0x0 1.2.3.4

D.) boot system rom 1.2.3.4

E.) This can not be done, only the first file iagh can be used.

The correct answer(s): B

Sybex CCNA Study Guide: Chapter 8, page 277
Router(config)#boot system ?

WORD TFTP filename or URL

flash Boot from flash memory

mop Boot from a Decnet MOP server

rcp Boot from a server via rcp

rom Boot from rom

tftp Boot from a tftp server

484. At what layer of the OSI reference model deRAME-RELAY map to?
A.) Session

B.) Physical

C.) Network

D.) Presentation

E.) Transport

F.) Datalink

The correct answer(s): F

Sybex CCNA Study Guide: Chapter 11, page 402

Remember, layer 2 deals with ‘frames’, and FramayRe purely a layer 2
procotol.

485. X.25 is characterized by layer 2 identifienrsd what else?
A.) Virtual Lan's

B.) Session Layer

C.) Transport Layer

D.) Routing Updates

E.) PVC's

The correct answer(s): E
Sybex CCNA Study Guide: Chapter 11, page 396
Permament Virtual Circuits and Layer 2 identifies fypical in X.25.



486. Which of the following is an example of thetiMerk Layer?
A.) Token Ring

B.) RARP

C.) LLC

D.) DDP

E.) TCP

The correct answer(s): B D

Sybex CCNA Study Guide: Chapter 1, page 25-29

The following two are layer 3 protocols:

DDP - Datagram Delivery Protocol. AppleTalk netwdager protocol that is
responsible for delivery of datagrams.

RARP - Reverse Address Resolution Protocol. Prdtodte TCP/IP the
allow a client to get assigned an IP address baséits own MAC address.

487. What is an advantage of LAN segmentation?
A.) Increases broadcasts.

B.) Increases collisions.

C.) Provides more protocol support.

D.) Decreases broadcasts.

E.) Routing protocol support.

The correct answer(s): D
Sybex CCNA Study Guide: Chapter 2, page 55
Broadcast containment is a primary motive for LAdgsentation.

488. What does the User Datagram Protocol (UDP)ige®
A.) Connectionless datagram service.

B.) FECN & BECN

C.) Flow control and error checking.

D.) Name resolution.

E.) Path discovery.

The correct answer(s): A

Sybex CCNA Study Guide: Chapter 3, page 88-90

UDP is connectionless, and does not provide etrecking. But remember,
error checking can occur at other layers too.

489. Which OSI Reference Layer is concerned witfickal addressing?
A.) Network
B.) Transport



C.) Datalink
D.) Physical
E.) Session

The correct answer(s): A

Sybex CCNA Study Guide: Chapter 1, page 20-25
Datalink is physical (hardware) addressing.
Network is logical (software) addressing.

490. What layer can optionally support reliability?
A.) Transport

B.) IP

C.) Physical

D.) Network

E.) Sub-physical layer

The correct answer(s): A

Sybex CCNA Study Guide: Chapter 1, page 20-25
The Transport Layer:

Segments upper-layer applications.

Establishes an end-to-end connection.

Sends segments from one end host to another.
Optionally, ensures data reliability.

491. Which of the following is an example of thet&limk Layer?
A.) LLC

B.) TCP

C.) SQL

D.) IPX

E.) Token Ring

F.) MAC

The correct answer(s): A F

Sybex CCNA Study Guide: Chapter 1, page 29-33

MAC (media access control) and LLC (logical linkntml) are both layer 2
protocols.

492. What is the last step in data encapsulation?

A.) User information is converted into data.

B.) Segments are converted into datagrams and {sacke
C.) Frames are put into bits.

D.) Data is converted into segments.

E.) Packets are put into logical frame.



The correct answer(s): C

The Five steps to data encapsulation (IN ORDER):

1) User information is converted into data.

2) Data is converted into segments.

3) Segments are converted into datagrams and packet
4) Packets are put into logical frame.

5) Frames are put into bits.

493. Which switching technology can reduce the efze broadcast domain?
A.) Cut-Through

B.) Store-and-Forward

C.) Spanning Tree Protocol

D.) RARP

E.) ARP

F.) VLAN

The correct answer(s): F

Sybex CCNA Study Guide: Chapter 2, page 64

VLAN's are logical ways to break up a large broatickomain.
To get from VLAN to VLAN you must have a router.

494. Station A is transmitting data to station Btéa that station B can
handle it. When station B's buffer fills up, it seout a message to
station A to stop sending data. After B emptiesitsubuffer, station B
sends a message to station A to start sendingadata.

This is most directly an example of (pick the kastwer only):

A.) Poison Reverse

B.) Connectionless protocol

C.) Windowing

D.) Connection oriented protocol

E.) Flow Control

F.) Split Horizon

The correct answer(s): E

Flow control is when a station is being overloadstth data abd tells the
other station to stop for a while, so the receistagion can process

the data that it has in its buffer.

495. The Integrated Services Digital Network (ISBdsic Rate Interface (BRI)
provides which of the following?

A.) 1.544 Mbps

B.) 23B + 1D Channel



C.) 24B + 1D Channel
D.) 2B + 1D Channel
E.) 23B + the Disney Channel

The correct answer(s): D

Sybex CCNA Study Guide: Chapter 11, page 413
Each B (Bearer) Data channel is 64K

The D (Control) channel is 16K

496. Which layer manages protocol access to thevdiktlayer?
A.) Datalink - MAC Sublayer

B.) Datalink - LLC Sublayer

C.) Transport

D.) Session

E.) Network

The correct answer(s): B

Sybex CCNA Study Guide: Chapter 1, page 34

Having two Datalink sublayers provides physical rmeddependence.
The MAC sublayer encapsulates to the Physical Layer

The LLC sublayer encapsulates to the Network Layer.



